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Abstract—The mechanical component manufacturing industry relies on CNC machining processes,
where improving productivity and product quality is crucial. Automating CNC processes with
affordable Industry 4.0 technology is a viable approach for continuous improvement. Industry 4.0
facilitates data connection across companies, improving decision-making for efficient production
and business development. This paper proposes a hybrid Six Sigma method combining Fuzzy
TOPSIS and PLS-SEM. Fuzzy TOPSIS helps decision-makers identify improvement areas, while
PLS-SEM evaluates factors affecting continuous improvement outcomes. The study shows a
reduction in length dimension errors from 54.90% to zero, saving $9,593 annually. This approach,
adaptable to different business process models, contributes to enhancing production efficiency
using affordable Industry 4.0 technologies.
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INTRODUCTION

In today’s manufacturing environment, waste management is a significant concern, especially with
disruptions in product flow. To address this, mechanical manufacturing plants must adopt new
production control methods. Information technology is utilized to centralize data requirements,
emphasizing the role of production management (PM) [1]. However, challenges remain, such as
managing operators with insufficient skills and ensuring safety. Additionally, manual or semi-
automatic data collection methods can lead to operator dissatisfaction [2].

This study proposes several key initiatives: (1) Optimize machining processes using Industry 4.0, (2)
Automate product measurement with long-term data collection and soft computing, (3) Apply real-
time data collection using Industry 4.0 IT techniques, (4) Redesign tools to enhance operator
satisfaction and optimize machining, (5) Use IT and barcode systems for automation and remove
human intervention, (6) Integrate enterprise resource planning to support production control and
decision-making, (7) Improve workplace safety using face recognition and computer vision, (8) Use
statistical tools like Minitab, SPSS, and Matlab for data analysis, (9) Break barriers between
research and practice by integrating research results into manufacturing processes, and (10)
Maintain Total Demand Distortion (TDD) and Total Harmonic Distortion (THD) within
international standards, IEEE 519, and IEC 61000 in power grids.

Lean Six Sigma (LSS) is a quality management method that combines Lean Manufacturing and Six
Sigma to optimize performance and reduce waste. Lean focuses on eliminating non-value-adding
activities, while Six Sigma aims to reduce variability and defects in production processes [3-4].
DMAIC (Define, Measure, Analyze, Improve, Control) is commonly used in LSS for process
improvement.

TOPSIS (Technique for Order Preference by Similarity to Ideal Solution) is a multi-criteria
decision-making method used to rank options based on proximity to an ideal solution [5]. Fuzzy
TOPSIS is an extension of TOPSIS designed to handle decision-making in uncertain environments,
using fuzzy sets to represent uncertainty and multi-valued information [6].

This study aims to design and implement a low-cost Industry 4.0 technology system, integrating the
Six Sigma method to optimize the CNC machining process, thereby improving productivity,
product quality, and minimizing production defects. It contributes to supporting small and medium-
sized enterprises (SMESs) in their digital transformation and enhancing their competitive capabilities.
A continuous improvement model is built by integrating the Fuzzy TOPSIS and PLS-SEM methods
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into Six Sigma, with the goal of identifying and evaluating factors affecting CNC machining
process quality.

The design and implementation of a low-cost Industry 4.0 technology system involves the use of
IoT devices and digital technologies to improve monitoring capabilities, control the production
process, and support data-driven decision-making. The main research focus is on factors
influencing productivity, product quality, and defect rates in the CNC machining process. The
analysis process examines the characteristics of IoT, monitoring systems, and the application of
Industry 4.0 technology to optimize production. The focus is on integrating low-cost Industry 4.0
technology into CNC production processes, including IoT sensors and real-time data monitoring
systems. The production data is analyzed using the Fuzzy TOPSIS and PLS-SEM models. The Six
Sigma method is applied for continuous improvement. The impact of the solution on defect rates,
product quality, and production costs is evaluated. The structure of the research is as follows:
Section 2 discusses Raw Material and Methodology, Section 3 presents the Results, Section 4
covers the Discussion, and Section 5 concludes.

RAW MATERIAL AND METHODOLOGY

The mechanical components are manufactured from raw steel materials and undergo several
processes. Each production process is carried out with different production goals and meets
different product dimensions and quality parameters. Improving the quality of the production
process and enhancing the quality at each manufacturing stage to meet customer requirements is
essential. The Six Sigma method is considered an effective tool for implementing continuous
improvement activities. The production process is very complex and has many issues that need to
be prioritized for improvement. The Fuzzy TOPSIS method is an effective tool for decision-makers
to prioritize issues for improvement. Low-cost Industry 4.0 technology is always considered by
company managers to implement continuous improvements.

The lack of enthusiasm among managers in small and medium-sized enterprises (SMEs) to
experiment with and implement Industry 4.0 technology in production process improvement needs
to be addressed in this study [7]. A study conducted in Germany and China revealed that managers
lack motivation to experiment with and install Industry 4.0 technology because they are unaware of
its benefits. However, since it can bring rapid results, some CEOs believe it is suitable for the
production process [8]. Researchers advise managers to experiment with new business processes
through trials and installations, but they also need to allocate sufficient financial resources to ensure
safety for the industry. There is an opinion that a better approach is needed to enhance motivation.
Digital technology, referred to as "Industry 4.0 technology," has the lowest initial investment cost
and the fastest business benefits. Through inter-process communication and communication
standards, it is used to connect all processes in the supply chain [9], [10]. By experimenting with
and using this technology in production processes, such as by purchasing new machinery or
retrofitting existing machines with IoT devices, small and medium-sized enterprises can benefit
from it. It is not necessary to buy many devices, and IoT devices are low-investment solutions.
Research publications on experimenting with and implementing Industry 4.0 technology to
optimize the production process, as well as research papers using Al and machine learning, have
resulted from IoT retrofitting solutions and studies [11], [12]. IoT sensors are considered ideal tools
for digitizing production processes as they allow machine systems to communicate and exchange
data. Automation companies have recognized the benefits of IoT retrofitting solutions, enabling
CNC machines to operate similarly to new equipment [13]. Examples include Siemens' I0T2040
gateway and Bosch's XDK sensors. The ability to collect real-time data is provided by IoT devices
and Arduino boards, both of which are low-cost digital solutions. Arduino boards in Industry 4.0
technology can monitor and measure humidity, temperature, pressure, air, renewable energy
systems, power grid monitoring in real-time, and operate motors. The cost of implementing
Industry 4.0 technology is a concern for decision-makers. Using the 5 Why analysis method
combined with brainstorming, the causes of long and short length dimension defects are analyzed
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based on a cause-and-effect diagram. The analysis results from the fishbone diagram show three
main causes of scrap generation. The first cause of scrap products is due to machine operator
actions, as sewing operations depend entirely on human skills. The second cause is accuracy in
machining, with unstable or inaccurate processing speeds causing waste. The third cause is the
operator selecting the wrong machining program compared to the product code. The product to be
machined makes the machining dimension tolerance inaccurate (Figure 1).

Figure 1: Cause and Effect Diagram

A company manufacturing mechanical products uses the Six Sigma (SS) method to improve the
production process. The Industry 4.0 technology model is implemented using the DMAIC method,
including creating user manuals for the IoT system, testing and control standards for IoT content,
and an overview evaluation of the operational process and management standards on IoT systems
[14].

This study aims to enhance understanding of the benefits and effectiveness of Industry 4.0
technology when evaluated and implemented in the production process by managers in small and
medium-sized enterprises. Additionally, it provides information that can be seen as evidence
supporting the value of this technology in creating high-quality solutions that meet low initial
investment cost requirements, simple and safe operation, avoid disrupting the current production
process, and provide high and quick effectiveness to increase business value. Although the
challenges of experimenting with and implementing Industry 4.0 technology were addressed in the
previous section of this study, the ultimate goal is to improve the digitization of production
processes in processing or manufacturing companies. According to Industry 4.0 technology
operation standards, the DMAIC method assesses the current state of production processes in
businesses [15], [16]. To improve the process and fully digitize the production process, bringing the
highest benefits and efficiency to businesses, the stage of evaluating the production process is tested
and installed. The five levels of the automation pyramid — field level, control level, monitoring level,
planning level, and management level — each achieve a specific purpose for the digitization of the
production process (Figure 2). The main difference between the production terms, process,
production process, and identification phase is that for issues identified in the identification phase, a
suitable digitization plan or model must be proposed to test and implement Industry 4.0 technology
to improve the production process [17]. The decision-maker should be the company's CEO, and the
solution must match the production process and meet the needs of each specific organization.
Industry 4.0 technology solutions must be adaptable to the needs of the company's production
process as well as its needs and objectives. With the goal of minimizing disruption to the current
production process, the digitization system must include additional capabilities to quickly update
and adjust the algorithms once they are implemented in the production process [18]. Customer
satisfaction is a key factor in increasing customer satisfaction, and lead time in production is crucial
in the production process [19]. Factors include enhancing motivation to implement Industry 4.0
technology to improve the production process and increasing managers' awareness of the industry
in SMEs.
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Figure 5: Five-Level Automation Pyramid
A synchronization model is developed using random parameters to simulate the synchronization of
the IoT physical environment. It is converted into deterministic parameters to restructure the model
and is used to evaluate the test mode model to predict and optimize. The synchronization mode
model (Figure 6) is then incorporated into the reverse model.
A. Six Sigma Method based on DMAIC
The acronym DMAIC stands for "Define, Measure, Analyze, Improve, and Control," and it
describes the stages of the Six Sigma process with a well-defined structure. In many large
companies, Six Sigma has been effectively implemented and has become one of the most
recognized quality management techniques worldwide. It contributes to growth efficiency, reduces
waste, and enhances customer satisfaction. Data analysis is used to assess the effectiveness of
Industry 4.0 technology systems and provides information for managers to decide whether to update
functions or integrate [oT sensors. By performing analysis, improvement, and control, the DMAIC
method is used to enhance the production process, supporting Industry 4.0 technology solutions in
improving manufacturing processes (Table 1).

Table 1. DMATC method for Implementing Industry 4.0

Define phase (D)  Measure phase (M) Analysis phase (4) Improve phase ()  Control phase (C)
Initiative Charter  system evaluation and flowchart for a Brainstorming SIPOC
process
Project horizon Plan for obtaining data ~ Value stream Fishbone Diagram  Indicator Matrrx
mapping
economic flowchart for a process examination of cycle  SW2H Key Performance
evaluation fimes Indicator
GRIP evaluation Resetyour mcomeand 5 Whys Indicator Matrix Poka-Yoke method
goals
customer feedback  Sample Chart of stratification  Participants’ analysts  Checklist
Supply. inputs, Key Performance Brainstorming Analysis of routine operational
processes. outputs  Indicators (KPIs) investment projects  processes
and customers
(SIPOC)
Bramnstorm Fish-bone Diagram Ganit charts The meeting
Ishikawa Diagram Multi-criteria fuzzy ~ routine operational  Digital numerical
TOPSIS method processes control
analysis
Tool for statistical Taguchi techniques ~ RFID Techniques
hypothesis testing

Sensor signal Harmonic mitigation
processing measurement

B. Phuong phap fuzzy topsis

The Fuzzy TOPSIS method, first introduced by Hwang and Yoon [20], was later refined by Chen
[21] to incorporate the use of fuzzy numbers and allow the use of linguistic variables as a means of
data collection. A hierarchical system of levels is used to distinguish between natural and artificial
languages as linguistic variables. Specific definitions and evaluations of a linguistic group are
carried out. When using fuzzy set theory, managers can collect and combine information without
the need for verification, missing data, or overlooked information in decision models. A powerful
method for modeling unclear systems and collecting tacit knowledge from experts in the field is the
use of fuzzy sets and fuzzy logic. A crisp set also includes a fuzzy set as a subset.

The AHP method is often preferred over the fuzzy VIKOR and fuzzy TOPSIS methods for
selecting important components in the production department of a mechanical manufacturing plant,
depending on the situation. By using the fuzzy AHP and TOPSIS methods, two researchers created
an evaluation tool for new product development tools for small and medium-sized enterprises
(SMEs). To classify studies on the TOPSIS method, Behzadian et al. [22] conducted a thorough
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literature review. Among the 266 academic papers included in the classification for this review,
only one paper mentioned design improvement, and it focused more on process optimization rather
than product design. Therefore, there is limited research that examines how to improve the
efficiency and quality of manufacturing processes using multi-criteria analysis.

The Six Sigma method, when combined with the Fuzzy TOPSIS method, serves as a guide for
decision-making. Each variable at the grinding stage significantly affects the final product quality.
As a result, there is uncertainty about whether the priority criteria for actions aimed at improving
product quality will be met. Your recommendation to use the Fuzzy TOPSIS method to address this
ambiguity is valid, as it helps manage situations with uncertainty or incomplete knowledge.
However, 1 would like to gently ask for further clarification regarding the statement on "many
misconceptions about the logical accuracy of the Fuzzy TOPSIS method in imprecise reasoning and
approximate inference." Could you elaborate on what specific misconceptions you're referring to?
Fuzzy TOPSIS is often praised for handling uncertainty well, but I'm curious if there are particular
areas where its logical application might be misunderstood.

Additionally, it seems that you suggest applying Taguchi methods in the Improve phase to enhance
prioritized options identified in the Analyze phase. Could you explain a bit more about how you're
combining these techniques? It would be helpful to understand how Taguchi methods specifically
integrate with Fuzzy TOPSIS in this context.

Lastly, integrating RFID technology into the process for data collection and information
management during the Control phase is an interesting approach. How do you see RFID enhancing
the feedback and control mechanisms in your Six Sigma process, especially with the added
complexity of fuzzy decision-making? I'd love to hear more about how these elements come
together to improve the system's performance.

To determine the quality of the best decision, the alternative selection terms are arranged in

descending order by the sequential (CC closeness coefficient value calculated from the values of
the most significant factor. As a result, it supports the Six Sigma methodology, which involves
choosing improvement actions based on the best product quality rankings.

The iteration step establishes the exact criteria for the outer diameter sizing procedure, along with
the DMAIC method's relevant Six Sigma methodology requirements based on the information
displayed in Figure 8. Six Sigma projects are successful thanks to the ability of its members to work.
Their skills and working attitude help the project bring high efficiency. In this Six Sigma project,
there are 3 mechanical maintenance staff, 2 electrical system maintenance staff, 5 operators. CNC
machine, 2 people supervising 2 off-shift shifts, a production manager (Six Sigma project team
leader), 1 data analyst and 2 quality management staff. C1: Training to improve staff capacity, C2:
Repairing damaged parts, C3: Controlling the production process by QA staff, C4: Periodic
checking by QA staff, C5: Improve production processes according to Industry 4.0 technology and
C6 technology: Improve production processes according to Industry 3.0 technology. The operator
gathers data when grinding the outside diameter of the blank product while performing alternative
identification on the ground. 16 batches of data were gathered at 4 separate time intervals, and 64
products in total were chosen for study based on the criteria C1, C2, C3, C4, C5, and C6. These
study samples were representative of various dates, and the researchers described the sampling
procedures, giving instructions to the operator performing sampling during the grinding process,
and reassessing sample quality. These samples each correspond to 16 different product batches. The
lots are subjected to both formulas A and B. Due to a change in the formula, 8 lots were numbered
from A1 to A8 for formula A during the study period, and the remaining 8 lots were numbered from
Al to A8 and B1 to B8 for formula B.

RESULT
The leader educated the operator monthly while recording the outcomes in the skill map, using the
operating instructions for grinding processes and materials on grinding process standards. In the

@2025, JETMS | Impact Factor Value: 5.672 | Page 233



™
@ International Journal of Engineering Technology and Management Sciences

Website: ijetms.in Issue: 3 Volume No.9 May - June — 2025
DOI:10.46647/ijetms.2025.v09i03.032 ISSN: 2581-4621

subsection labeled "Using scale feedback to adjust size," we employ a scale to determine the
separation between the grinding wheel's surface and the product's surface. The tool has been
reconstructed to allow for automatic control of the grinding wheel and table. The table is now
connected to a servo motor and is controlled by a PLC with digital numerical control. The
instructions on using operation timers are meant to keep track of when each operator's operation is
finished. Reducing the number of stone cleaning sessions is advised in the section on using CBN
grinding wheels rather than switching to a different kind of wheel. The rock tracing tool has been
modified to automatically scan stone surfaces utilizing a DC motor, a digital numerical control
program, and an interface for LABVIEW software. During the grinding process, practitioners of the
Six Sigma methodology concentrate on improving the quality of the outside diameter of blank
products. Members of the SS project team make decisions as well. The criteria for the standard of
outer diameter were examined using linguistic considerations by survey respondents who are
familiar with the norms and practices of the grinding process. Professional perspectives vary on
topics relating to quality outside of the diameter. Fuzzy integers representing linguistic
characteristics that were discovered to be crucial in determining the ranking. Trapezoidal saving
functions are used to encode linguistic variables to evaluate them in an uncertain situation. [23-24].
Alternatives, decision-makers, language variables, and criteria variables all have definitions. In
order to examine the criteria variables, the decision-maker develops a fuzzy decision matrix and
gives weights to the criteria variables. Table 2 contains the specifications, and the decision-maker
creates the values of the linguistic variable in accordance with each standard connected to the
trapezoidal fuzzy number.
Table 2. Evaluate the criteria of the decision maker.

(eia DI D2 D3 D4 D5 DE D7 D8 D9 DI0 Fuuzy composteweight ()
Cl VH M H VH H M H A H AR (03903808109
Q2 i H M VH M M M H I H  (041,061,070,100)
(3 M M K VM H M 48 M H (O%050LL0)
o] M H M K M M M M VL H (0070605)
(& AB AB AB M M VE H VE VHE AR (04,0.74,079,100)
(6 H M M M L VW WH VE H AR (009,039,07.0%)

The stage 5 results show that C5: Checking the surface automatic grinding Criterion provides
outstanding value above all, and decision-makers view it as the most important factor influencing
the quality of the outside diameter of the finished blank product after the grinding process.
According to the analysis results generated by formulas A and B, decision-makers on the SS project
team select the range of measured values. Following that, a value is created for each of the six
criteria for each lot of the various formulas using the sample bushels. Using formulas 15 and 16,

calculate the distances between each alternative and A* and A-, as well as the asymptotic

coefficient (€€ value using formula 17, and then define the values of the replacement options

(Table 3).
Table 5. The results obtained for the formula A

Formulation A d; d; CC;
Al 4.001 3.512 0432

anking Defects (%)

Ad N 2454 0510

Y15 S ) 1 P P ]
]
By
=

Due to the working standards and cultural diversity of each country, the production processes of
Industry 4.0 technologies present a complex challenge for small and medium-sized enterprises
(SMEs) in the host country. Continuous progress is severely hindered by the fact that companies in
poorer countries often build industrial facilities using outdated technologies and cheap labor.
Addressing this issue is also challenging because low-level production operators often reject new
systems and face layoffs. Industry 4.0 technology solution providers must demonstrate to investors
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or decision-makers, through experimental data, that the initial investment in Industry 4.0 systems is
justified when tested and installed. As production managers can monitor the performance of
machinery in real-time and make decisions to meet delivery standards, the system must meet their
goals in the production process. Moreover, it provides a simple solution that industrial process
operators can use despite their insufficient qualifications.

To improve business results, performance, and competitiveness, manufacturing and business
enterprises often experiment with and implement Industry 4.0 technology to enhance their
production processes. Decision-makers in organizations constantly consider and prioritize
digitalization requirements in production processes, collecting data from IoT devices like real-time
sensors. This study lays the foundation for future research on evaluating and deploying Industry 4.0
technology solutions at modest investment levels. By adding new CNC machines and IoT devices,
the production process for Industry 4.0 systems is improved, leading to higher productivity, better
business performance, and enhanced data connectivity and communication between old and new
equipment .

A prototype for a low-cost Industry 4.0 technology solution, responsive to manufacturing
equipment and using Arduino boards, is described. The cost of continuous improvement is $725;
however, there is a need to expand connectivity to meet the increasing demand for additional
connections.

Using IoT devices to install and assemble hardware for Industry 4.0 systems in CNC manufacturing
quickly reduces downtime to just 8 hours. Open libraries in the digitalization environment and
online data connections also allow system implementers to work remotely on system design,
enhancing system complexity and operational speed. Industry 4.0 systems have been quickly tested
and installed with immediate high effectiveness. Data visualization tools have proven effective,
enabling managers to monitor and assess the progress of each production line without directly
participating in the production process. On real-time monitoring screens, abnormalities are
represented by charts and data analysis tables, providing confidence to decision-makers in system
deployment, testing, and installation. In the future, we should consider enhancing IoT devices and
expanding connectivity for the system.

Low-cost, tested, and proven Industry 4.0 technology solutions have been implemented in CNC
manufacturing, demonstrating effectiveness in production process performance, initial investment
costs, and IoT compatibility. They are visually represented and have no limitations on the types of
data they can contain. However, the limitations for SMEs are data connectivity because their
production processes use outdated processing hardware and outdated, incompatible devices or
devices that are incompatible with the wrong protocols. To avoid interference with power supply,
the operation of the solution must not interfere with controlling related factors such as power
quality.

According to the study results, the synchronization mode of Digital Twin (DT) is used to remotely
monitor the operations and conditions of the factory, but it can also be quantitatively understood
through performance indicators and resource consumption of an organization. The DT mode can be
used to improve a system similar to a traditional simulation model, for example, by shortening lead
times and evaluating comparative scenario analysis. The DT evaluation mode can be used to predict
system behavior, such as machinery failures and entity cycle times.

The Industry 4.0 system is designed and built from Internet of Things devices, transforming
equipment with switching frequencies ranging from 15 kHz to 50 kHz, such as barcode readers, DC
motors, servo motors, LED warning light systems, fuses, and switches to control devices like circuit
breakers or contact switches. Tablets using Leb screens display information for the system. Industry
4.0 technology and many other switches. All these device sources are harmonic sources that can
cause significant harm to the CNC machine’s power supply system. It is essential to establish a real-
time power quality measurement and control system to improve the stable operation quality of CNC
machines when the Industry 4.0 system is installed.
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Discussion and Conclusion

Business collaboration and data sharing with customers, partners, suppliers, and other supply chain
participants are made easier thanks to Industry 4.0 technologies. It enables the transition to a digital
economy, improves competitiveness and productivity, and presents the opportunity to generate
sustainable economic growth. This fourth industrial revolution may alter the labor market less
favorably than it offers opportunities, leading to greater inequality. The gap between return on
investment and return on labor may widen if Industry 4.0 technology is used to automate all human
labor and replace employees with machines, as well as create an increasingly divided labor market
between "low-skill/low-wage" and "high-skill/high-wage" segments, worsening social stratification.
Enhance the standard of vocational training, build a team of highly skilled workers who are
increasingly adept at science and technology, increase their comprehension of Industry 4.0
technology, and possess discipline, work ethic, and labor skills. Building a team that is getting
stronger in both quantity and quality while at the same time being constantly prepared to confront
the difficulties brought on by the Industry 4.0 technology. Industry 4.0 technology solutions
significantly improve operational effectiveness, productivity, product quality, asset utilization, time
to market, agility, worker safety, and environmental sustainability, enabling intelligent, digitally
integrated value chains with practically endless potential.

To continuously enhance the production process of a firm that manufactures mechanical products,
this study describes the testing and installation stages of a low-cost Industry 4.0 technology solution
for small and medium-sized businesses. In order to increase production process productivity, reduce
waste, and realize data connection between production processes, Industry 4.0 technology 's
solution digitizes the production process using outdated CNC processing machines into a
production process with automatic CNC machines in accordance with the Industry 4.0 technology
operating method. This allows the monitoring system to visualize all data that has been collected.
Provides an Industry 4.0 technology solution implemented through a continuous improvement
process in the Six Sigma methodology implementation of the DMAIC method, which aids
production managers in the company in identifying anomalies and predicting potential hazards in
the future. Small and medium-sized businesses upgrade their processing methods by retrofitting
IOT devices to comply with Industry 4.0 technology solutions, and they simultaneously purchase
new equipment to satisfy their growing production demands. According to the findings of this study,
testing and installing this Industry 4.0 technology system compared to purchasing a new machine is
equally efficient. This information will help decision-makers become more aware of the fact that
developing Industry 4.0 technology solutions that cover existing production processes will require a
much smaller initial investment than purchasing new machines. IOT devices can be added to new
machines to increase production and operational efficiency for decision-makers in small and
medium-sized businesses as well as production managers who utilize a combination of old
machining machines. Realizing continuous improvement of CNC machines through testing and
implementing Industry 4.0 technology systems that significantly improve production efficiency and
business efficiency and specifically improve production process that production costs are reduced
by $9593 per year and the defect rate of product's length dimensions is reduced from 54.90% per
month down to zero defects. The ease of using the production process system at the CNC process
and the improved employee satisfaction that results from smooth communication between new and
improved processes are just a few of the additional advantages that Industry 4.0 technology
solutions bring. Data collected from sensors is saved into the SQL system in real time and data is
visualized for everyone in the company to see easily.

Given how rapidly urbanization and industry have advanced, people may soon be unable to forecast
social crises and their repercussions on society. The two key problems are cybersecurity and
privacy. Because all data is digital and moved to computers, IoT devices are vulnerable, and these
vulnerabilities can occasionally be disastrous if important security data is stolen from them. a
crucial place. Employee education and training must be updated to reflect Industry 4.0 technology-
based procedures. To keep up with and fit in with the astounding developments in science and
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technology, people must constantly adapt and improve. Even machines have constraints of their
own. If businesses rely too heavily on sophisticated gear and equipment, they risk suffering severe
harm. Additionally, because relocating and replacing machines would be highly expensive,
organizations need to carefully evaluate their financial status.

Researchers will need to continue to advance several areas of the constraints of Industry 4.0
technology solutions in the future. The first is that there are many examples of hackers accessing
user data, which law enforcement agencies have not been able to prevent, and the data security
system is not sure for users' peace of mind. The second is an information network system that has a
slow information response speed and a high latency level, not yet meeting the requirements of the
Industry 4.0 technology system. Future researchers will need to build an information network
system that has a faster reaction speed. The third step is to set up an environment for training so that
users may learn more about the Industry 4.0 technology system or the communication of IOT
devices and satisfy the demand for ongoing replacement of experienced labor in the production
environment. Anyone at any level can use it straight away. The fourth is that more IOT devices
need to be produced by manufacturers to address the demand for continual improvement of
outdated equipment for medium-sized and small businesses with the least amount of initial
expenditure.

Acknowledgments:
The authors are extremely grateful to Van Lang University, Vietnam, for supporting this research.
The student research topic at the school level under contract: 2410-DT-KTM-SV-003.

References

[1] G. Biichi, M. Cugno, R. Castagnoli, "Smart factory performance and Industry 4.0,"
Technological Forecasting and Social Change, 150, 119790, 2020, pp. 1-21.
http://Doi:10.1016/j.techfore.2019.119790

[2] R. Seiger, F. Zerbato, A. Burattin, L. Garcia-Banuelos, B. Weber, " Towards loT-driven
Process Event Log Generation for Conformance Checking in Smart Factories," 2020 IEEE 24th
International Enterprise Distributed Object Computing Workshop (EDOCW), pp. 1-7,
http://doi:10.1109/edocw49879.2020.00016

[3] S. Malik, D. Kim, "A Hybrid Scheduling Mechanism Based on Agent Cooperation Mechanism
and Fair Emergency First in Smart Factory," IEEE Access, 8, 2020, 227064-227075.
http://doi:10.1109/access.2020.3046097

[4] R. Xiao, Y. Zhang, X. Cui, F. Zhang, H. Wang, "A Hybrid Task Crash Recovery Solution for
Edge Computing in IoT-Based Manufacturing," IEEE Access, 9, 2021, 106220-106231.
http://doi:10.1109/access.2021.3068471

[5] M. Mehrpouya, A. Dehghanghadikolaei, B. Fotovvati, A. Vosooghnia, S. Emamian, A. Gisario,
"The Potential of Additive Manufacturing in the Smart Factory Industrial 4.0: A Review," Appl. Sci.
2019, 9, 3865, pp. 1-21,. https://doi.org/10.3390/app9183865

[6] M. Ko, C. Kim, S. Lee, Y. Cho, "An Assessment of Smart Factories in Korea: An Exploratory
Empirical Investigation," Appl. Sci. 2020, 10, 7486, pp. 1-23, https://doi.org/10.3390/app10217486
[7] C. Nwakanma, F. Islam, M. Maharani, M. Lee, D. Kim, :Detection and Classification of
Human Activity for Emergency Response in Smart Factory Shop Floor," Appl. Sci. 2021, 11, 3662,
pp-1-21, https://doi.org/10.3390/app 11083662

[8] K. Kwak, J. Park, "Study on Semantic-Based Autonomous Computing Technology for Highly
Reliable Smart Factory in Industry 4.0," Appl. Sci. 2021, 11, 10121, pp. 1-19,
https://doi.org/10.3390/app112110121

[9] T. Hsu, Y. Tsai, D. Chang, "The Vision-Based Data Reader in IoT System for Smart Factory,"
Appl. Sci. 2022, 12, 6586, pp. 1-24, https://doi.org/10.3390/app12136586

[10]F. Baena, A. Guarin, J. Mora, J. Sauza, S.Retat, "Learning Factory: The Path to Industry 4.0,"
Procedia Manufacturing, 9, 2017, 73—80. http://doi:10.1016/j.promfg.2017.04.022

@2025, JETMS | Impact Factor Value: 5.672 | Page 237



e
w International Journal of Engineering Technology and Management Sciences

Website: ijetms.in Issue: 3 Volume No.9 May - June — 2025
DOI:10.46647/ijetms.2025.v09i03.032 ISSN: 2581-4621

[111Y. Chiu, F. Cheng, H. Huang, "Developing a factory-wide intelligent predictive maintenance
system based on Industry 4.0," Journal of the Chinese Institute of Engineers, 40(7), 2017, 562-571.
http://d0i:10.1080/02533839.2017.1362357

[12] M. Elbestawi, D. Centea, I. Singh, T. Wanyama, "SEPT Learning Factory for Industry 4.0
Education and Applied Research,” Procedia Manufacturing, 23, 2018, 249-254.
http://d0i:10.1016/].promfg.2018.04.025

[13]T. Nguyen, D. Min, E. Choi, "A Hierarchical Modeling and Analysis Framework for
Availability and Security Quantification of IoT Infrastructures," Electronics, 2020, 9, 155, pp. 1-19,
https://doi.org/10.3390/electronics9010155

[14]C. Hsu, Y. Hsu, H. Wei, "Energy-Efficient Edge Offloading in Heterogeneous Industrial IoT
Networks  for  Factory of Future,” IEEE  Access, 1-1, 2020, pp. 1-34,
http://doi:10.1109/access.2020.3029253

[15]C. Faller, D. Feldmiiller, "Industry 4.0 Learning Factory for regional SMEs," Procedia CIRP,
32,2015, 88-91. http://doi:10.1016/j.procir.2015.02.117

[16]M. Saqglain, M. Piao, Y. Shim, J. Lee, "Framework of an IoT-based Industrial Data
Management for Smart Manufacturing," J. Sens. Actuator Netw. 2019, 8, 25, pp. 1-19,
https://doi.org/10.3390/jsan8020025

[17]S. Lass, N. Gronau, "A factory operating system for extending existing factories to Industry
4.0," Computers in Industry, 115, 103128, 2020, pp. 1-20,
http://d0i:10.1016/j.compind.2019.103128

[18]J. Lee, B. Bagheri, H. Kao, "A Cyber-Physical Systems architecture for Industry 4.0-based
manufacturing systems," Manufacturing Letters, 3, 2015, 18-23.
http://d0i:10.1016/j.mfglet.2014.12.001.

[19]Y. Tan, W. Yang, K. Yoshida, S. Takakuwa, "Application of IoT-Aided Simulation to
Manufacturing Systems in Cyber-Physical System," Machines 2019, 7, 2, pp. 1-21,
https://doi.org/10.3390/machines7010002

[20]P. Osterrieder, L. Budde, T. Friedli, "The Smart Factory as a key construct of Industry 4.0: A
systematic literature review," International Journal of Production Economics, 1, 2019, pp. 1-19,
http://doi:10.1016/j.1jpe.2019.08.011

[21]Y. Zhang, J. Zhang, L. Luo, X. Gao, "Optimization of LMBP high-speed railway wheel size
prediction algorithm based on improved adaptive differential evolution algorithm. International
Journal of Distributed Sensor Networks, 15(10), 2019, pp- 1-19,
http://d0i:10.1177/1550147719881348

[22]D. Sinha, R. Roy, "Re-viewing CPS as a Part of Smart Factory in Industry 4.0," IEEE
Engineering Management Review, 1-1, 2020, pp. 1-23, http://doi:10.1109/emr.2020.2992606
[23]L. Malburg, M. Hoffmann, R. Bergmann, "Applying MAPE-K control loops for adaptive
workflow management in smart factories,” J IntellinfSyst, 1, 2, 2023, pp. 1-24,
https://doi.org/10.1007/s10844-022-00766-w

[24]T. Kalsoom, N. Ramzan, S. Ahmed, M. Ur-Rehman, "Advances in Sensor Technologies in the
Era of Smart Factory and Industry 4.0," Sensors 2020, 20, 6783, pp. 1-24,
https://doi.org/10.3390/s20236783

@2025, JETMS | Impact Factor Value: 5.672 | Page 238



