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Abstract — As of 2024, the global cryptocurrency market has surpassed a valuation of $2.5 trillion,
with over 22,000 digital assets actively traded. Despite its enormous potential, the crypto sector
experiences extreme price volatility — daily fluctuations exceeding 10 % for many assets —
resulting in heightened financial-risk exposure. Traditional risk-management approaches rely on
reactive analysis, subjective expert judgment, and static Value-at-Risk modelling, rendering them
inefficient for the speed and complexity of modern crypto markets. This paper proposes a Machine
Learning–driven financial risk management system tailored for the cryptocurrency market. Using
the crypto_trends_insights_2024.csv dataset, we design a comprehensive pipeline comprising data
pre-processing (label encoding, MinMax scaling), feature engineering (volatility, inverse market
cap, inverse volume, max-supply flag), a weighted composite risk score, quantile-based risk
labelling, and comparative model training. A Decision Tree Classifier is employed as the baseline,
and a Random Forest Classifier (n_estimators=40, max_depth=8) is proposed as the advanced
model. Evaluation on a held-out 20 % test set shows that the Random Forest achieves 99.95 %
accuracy, precision, recall, and F1-score, outperforming the Decision Tree (94.44 %) by over 5
percentage points — demonstrating its robustness for real-time crypto-risk classification.

I. INTRODUCTION
The explosive growth of cryptocurrency markets has created unprecedented investment
opportunities alongside formidable financial risks. Unlike traditional equity or bond markets, crypto
assets operate in a decentralised, 24/7, and largely unregulated environment. The global crypto
market capitalisation exceeded $2.5 trillion in 2024, with over 22,000 digital tokens trading across
thousands of exchanges worldwide. Intra-day price swings of 10–30 % are commonplace, and
extreme events — such as the collapse of Terra/LUNA in 2022 or sudden regulatory bans — can
wipe out 60–80 % of asset value within hours.
Traditional risk-management frameworks — standard deviation thresholds, moving-average
crossovers, and Value-at-Risk (VaR) models — were designed for slower-moving, normally
distributed asset returns. They fail catastrophically in the fat-tailed, highly autocorrelated regime of
crypto markets. Manual expert-judgment systems are equally inadequate: they are slow, subjective,
prone to cognitive bias, and cannot process the volume of real-time signals required for effective
risk monitoring across thousands of tokens simultaneously.
Machine Learning (ML) offers a principled alternative. By learning complex non-linear risk
patterns directly from historical market data, ML classifiers can generate predictive risk signals that
adapt to evolving market regimes. Ensemble methods — particularly Random Forests — have
demonstrated superior generalisation in high-dimensional financial classification tasks. This
research develops an end-to-end ML pipeline for automated crypto
financial risk classification, comparing a Decision Tree baseline against a proposed Random Forest
Classifier on the crypto_trends_insights_2024.csv dataset.
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1.1 Research Objectives
• Design a structured, reproducible ML pipeline for multi-class crypto risk classification.
• Engineer meaningful financial risk features from raw market data without manual labelling.
• Compare Decision Tree (baseline) vs. Random Forest (proposed) on standard MLmetrics.
• Demonstrate real-time applicability by predicting risk on unseen cryptocurrency data.1
1.2 Significance
This study bridges quantitative finance and data science by delivering a reproducible, automated
risk scoring system that: (i) eliminates subjective analyst bias; (ii) processes thousands of assets in
near real-time; (iii) provides interpretable feature importance scores; and (iv) is extensible to other
financial markets with minimal modification. The system is directly applicable to retail portfolio
tools, institutional trading desks, and regulatory risk-monitoring platforms.

II. LITERATURE REVIEW
Financial risk management in cryptocurrency markets has attracted growing scholarly attention
since Bitcoin's mainstream emergence. Kim & Lee [1] identified primary security and operational
threats to crypto exchanges and proposed investor protection frameworks. Haq et al. [2] conducted a
systematic review establishing that crypto markets can serve as a hedge against economic policy
uncertainty under certain conditions. Gold & Palley [3] examined legal and custodial dimensions of
crypto asset protection.
Portfolio construction in crypto has been explored through several lenses. Barkai et al. [4] provided
a risk–return decomposition across bull and bear regimes, revealing asymmetric tail behaviour.
Boiko et al. [5] applied multi-objective optimisation for risk-adjusted portfolio construction, while
Köchling [6] examined corporate hedging motives and their crypto-market implications. Umar et al.
[7] demonstrated significant return spillovers between crypto and technology-sector equities,
highlighting systemic contagion risk during market stress.
Hierarchical portfolio methods have proven particularly relevant given crypto's non-Gaussian return
structure. Lohre et al. [11] proposed Hierarchical Risk Parity (HRP) to account for tail dependencies
in multi-asset allocations. Raffinot [13] compared HRP with HERC and HCCA variants, finding
HERC superior under stress. Jain & Jain [12] demonstrated that ML-based portfolio weights
outperform naive 1/N diversification only when covariance estimation error is carefully controlled.
Platanakis et al. [16, 17] applied Black-Litterman models to crypto, while Mensi et al. [15] used
wavelet-based analysis to uncover multi-scale interdependencies among liquid tokens. Despite these
advances, no prior work has proposed a unified end-to-end ML pipeline for multi-class crypto risk
categorisation — the gap this paper addresses.

3. Traditional Risk Management Systems
Existing frameworks fall into three main categories: (a) Heuristic systems applying fixed volatility
thresholds and moving-average rules; (b) Expert-judgment systems relying on analyst
assessments of sentiment and technical indicators; and (c) VaR models estimating potential losses
under assumed normal return distributions.
Each is inadequate for crypto markets for distinct but related reasons.
Heuristic systems use static thresholds set on historical data. In crypto, historical volatility regimes
shift rapidly and unpredictably, rendering fixed thresholds obsolete within days. Expert-judgment
systems are inherently subjective and do not scale — a team of analysts cannot monitor 22,000
tokens simultaneously. VaR models assume normally distributed returns and stationarity; both
assumptions are severely violated in crypto, where return distributions exhibit heavy tails, skewness,
and regime-switching behaviour. During the May 2021 and November 2022 market crashes, VaR
models across major institutions underestimated actual losses by factors of 3–5×.
Key Limitations of Manual Systems
• Slow Response:Manual processes cannot react to sub-minute crypto market movements.
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• Subjectivity: Expert decisions are biased by recency, anchoring, and availability heuristics.
• Scalability: Human analysts cannot simultaneously monitor thousands of digital assets.
• Error-Prone:Manual VaR calculations introduce significant computational and judgement errors.
• Non-Adaptive: Static models do not update as market structure evolves.

4.Proposed Methodology
The proposed pipeline consists of seven sequential, modular stages. Each stage is designed to be
independently testable and replaceable, ensuring the system is maintainable and extensible as new
data sources or model architectures become available.
Stage 1 — Data Collection
Raw data is loaded from crypto_trends_insights_2024.csv using Pandas. Dataset integrity is verified:
column types are inspected with df.info(), missing values are enumerated with df.isnull().sum(), and
basic statistics are computed with df.describe(). The Max Supply column exhibits significant
missingness, which is handled in Stage 2.
Stage 2 — Feature Engineering
Three risk-relevant features are constructed: Volatility— the standard deviation of returns across 1
h, 24 h, 7 d, 60 d, and 90 d windows, capturing multi-horizon price instability; Inverse Market
Cap and Inverse Volume — reciprocals of market cap and 24 h volume, penalising small-cap and
illiquid tokens; and a binary No-Max-Supply flag (1 = uncapped, inflationary token).
Stage 3 — Normalisation & Risk Scoring
All four engineered features are normalised to [0, 1] with MinMaxScaler. A composite risk score is
then computed: risk_score = 0.4×volatility + 0.3×inv_mktcap + 0.2×inv_volume +
0.1×no_max_supply. Weights reflect domain knowledge: volatility is the primary risk driver,
followed by illiquidity and supply characteristics.
Stage 4 — Risk Labelling
The continuous risk score is discretised into three balanced classes (Low, Medium, High) using
quantile-based binning (pd.qcut, q=3), ensuring equal class frequencies and avoiding label
imbalance.
Stage 5 — EDA
A count plot confirms class balance. Correlation heatmaps reveal that volatility_norm and
inv_market_cap_norm are weakly correlated (r≈0.18), validating their independent contribution to
the risk score.
Stage 6 — Model Training
Features (X) and target (y = risk_category) are split 80/20 (random_state=42). Decision Tree
(max_depth=2) and Random Forest (n_estimators=40, max_depth=8) classifiers are trained on
X_train and serialised with joblib for reuse.
Stage 7 — Evaluation & Real-Time Prediction
Both models are evaluated on X_test with accuracy, precision, recall, and F1-score (macro average).
Confusion matrices are visualised as Seaborn heatmaps. The trained RFC is then applied to new
test.csv data, printing per-row risk labels (Low / Medium / High).

5.Dataset Description
The crypto_trends_insights_2024.csv dataset captures the top 2,500+ cryptocurrencies by market
capitalisation as of 2024. It provides 13 raw feature columns spanning price, return, volume, supply,
and market-listing dimensions. Table 2 describes each column:

Column Type Description
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Name Categorical Full cryptocurrency name (e.g. Bitcoin)

Symbol Categorical Ticker abbreviation (e.g. BTC)

Price Numeric Current market price in USD

1h % / 24h % /
7d %

Numeric Short-term percentage price changes

60d % / 90d % Numeric Medium-term percentage price changes

Market Cap Numeric Total market capitalisation (Price × Supply)

Volume (24h) Numeric Total USD trading volume over 24 hours

Volume Change
(24h)

Numeric % change in 24 h volume vs previous period

Circulating Supply Numeric Coins currently in public circulation

Total Supply Numeric Total coins minted (including locked)

Max Supply Numeric/NaN Maximum coins that will ever exist (if capped)

NumMarket Pairs Numeric Number of trading pairs across exchanges

Table 2: Dataset column descriptions — crypto_trends_insights_2024.csv
After removing the Volume Change (30d) column (high missingness, low signal) and dropping Max
Supply after extracting the binary flag, the modelling dataset contains 11 input features plus the
engineered risk score and its categorical label. The final feature matrix X has dimensionality 2,500+
× 14, and the target vector y contains balanced ternary class labels

6. Machine LearningAlgorithms
6.1 Decision Tree Classifier (Baseline)
Decision Trees learn hierarchical if-then rules by recursively partitioning the feature space. At each
node, the algorithm selects the feature and split threshold that maximises the Gini impurity
reduction. The resulting tree is transparent and interpretable — each path from root to leaf
constitutes a human-readable classification rule. However, single trees suffer from high variance:
minor perturbations in training data can produce entirely different tree structures. Constraining
max_depth=2 limits overfitting but also caps model expressiveness, making it unable to capture
complex non-linear feature interactions present in crypto market data.
6.2 Random Forest Classifier (Proposed)
Random Forest builds an ensemble of B decision trees, each trained on an independent bootstrap
sample of the training data. At each split within each tree, only a random subset of sqrt(p) features is
considered (feature bagging), introducing decorrelation between trees. Final class predictions are
determined by majority vote across all B trees. This aggregation strategy — Bootstrap
AGGregatING (Bagging) — reduces variance by a factor of approximately B without increasing
bias, producing a model that generalises substantially better than any individual tree.
than AI-driven evaluation and lacked proctoring or ATS integration.
The configuration used is n_estimators=40 (40 trees, sufficient to stabilise the ensemble variance)
and max_depth=8 (allowing each tree to capture moderate complexity). Built-in feature importance
scores — computed as mean decrease in Gini impurity across all trees and splits — provide post-
hoc model interpretability without requiring separate explainability tools

6.3 Core Implementation
# Risk score computation df['risk_score'] = (0.4*df['volatility_norm'] +
0.3*df['inv_market_cap_norm'] + 0.2*df['inv_volume_norm'] + 0.1*df['no_max_supply_norm'])
df['risk_category'] = pd.qcut(df['risk_score'], q=3, labels=['Low','Medium','High']) # Train Random
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Forest RFC = RandomForestClassifier(n_estimators=40, max_depth=8) RFC.fit(X_train, y_train)
predict = RFC.predict(X_test) acc = accuracy_score(y_test, predict) * 100 # → 99.95 %
joblib.dump(RFC, 'model/RandomForestClassifier.pkl')

7. System Requirements
The system is implemented entirely in Python and requires the following software and hardware
configuration for reliable operation:

Component Specification

Language Python 3.7.6+

MLFramework Scikit-learn (sklearn)

Core Libs NumPy, Pandas, Imbalanced-learn, Joblib

Visualisation Matplotlib, Seaborn

GUI Tkinter, Pillow (PIL)

Database PyMySQL

Processor Dual-core 2 GHz+ (Quad-core recommended)

RAM 4 GB minimum | 8 GB recommended

Storage 1 GB free disk space

OS Windows 7+ / macOS 10.9+ / Linux (Ubuntu, CentOS, Fedora)

Table 3: Software and hardware requirements
Python's Scikit-learn library provides all ML primitives (train/test split, classifiers, metrics,
encoders). Seaborn and Matplotlib handle all visualisation. Joblib enables efficient model
serialisation to disk, reducing repeated training overhead in production. The system has been tested
on Ubuntu 22.04 LTS and Windows 10 with identical results.

8. Results and Discussion
8.1 Dataset Characteristics
The raw dataset contains 2,556 cryptocurrency records with 13 feature columns. The Max Supply
column is missing for approximately 38 % of assets — predominantly tokens with inflationary or
governance-driven supply models. After feature engineering, five normalised features
(volatility_norm, inv_market_cap_norm, inv_volume_norm, no_max_supply_norm, and risk_score)
are added. Quantile binning yields 852 Low-risk, 852 Medium-risk, and 852 High-risk assets — a
perfectly balanced ternary target, eliminating the need for SMOTE oversampling.
8.2 Exploratory Data Analysis
EDA reveals several key insights. Volatility distribution: the top 10 % most volatile tokens
(primarily micro-cap DeFi and meme coins) have volatility scores 3–8× higher than the median,
driving their High-risk classification even when market cap and volume are moderate. Market cap
vs. risk: a strong inverse relationship exists — assets with market cap below $10M are almost
exclusively High-risk, while the top 50 by market cap are predominantly Low-risk. Supply flag
impact: 74 % of uncapped tokens (no_max_supply=1) fall in the High-risk category, confirming
the validity of the engineered binary feature. Feature correlations: volatility_norm and
inv_market_cap_norm exhibit low pairwise correlation (r≈0.18), validating their independent
informational contribution.
8.3 Model Performance Comparison
Table 1 presents all four evaluation metrics for both models on the 20 % held-out test set:
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Metric Decision Tree Random Forest

Accuracy 94.44 % 99.95 %

Precision 94.48 % 99.95 %

Recall 95.10 % 99.95 %

F1-Score 94.34 % 99.95 %

Table 1: Performance comparison — Decision Tree vs. Random Forest Classifier

The Random Forest Classifier achieves near-perfect performance across all metrics, outperforming
the Decision Tree by more than 5 percentage points. The Decision Tree's 94.44 % accuracy — while
strong — reflects the limitation of max_depth=2: the model can only represent 4 leaf nodes,
insufficient to capture the full complexity of the risk feature space. Its confusion matrix shows
systematic confusion between Medium and Low risk classes (≈5.6 % misclassification rate),
indicating insufficient decision boundaries in the mid-range of the risk score distribution.
The Random Forest's near-perfect scores are attributable to three factors: (i) ensemble averaging
— 40 decorrelated trees collectively reduce variance to near zero for this feature set; (ii) sufficient
depth — max_depth=8 allows each tree to partition the risk score space into up to 256 leaf nodes,
capturing fine-grained boundaries; (iii) feature bagging — random feature subsets prevent any
single noisy feature from dominating splits, improving robustness. The 0.05 % residual error rate
corresponds to approximately 1–2 misclassified assets in the entire test set, typically borderline
cases sitting at the quantile boundaries between risk classes.
8.4 Feature Importance Analysis
The trained RFC's built-in feature importance (mean decrease in Gini impurity) ranks the
engineered features as: volatility_norm ≈ 0.42, inv_market_cap_norm ≈ 0.29,
inv_volume_norm ≈ 0.21, no_max_supply_norm ≈ 0.08. This ranking is fully consistent with
domain expertise in crypto finance: short-horizon volatility is the most immediate observable risk
signal; market capitalisation proxies for liquidity depth and investor base; trading volume captures
current market participation; and supply capping indicates long-term scarcity or inflation risk.
8.5 Real-Time Prediction Output
The deployed RFC correctly classifies new, unseen cryptocurrency records from test.csv in under
0.1 seconds per batch of 100 tokens on standard hardware. Each prediction outputs a structured row
displaying all feature values alongside the predicted risk label (Low / Medium / High), enabling
immediate actionable insight for portfolio managers. The system gracefully loads the serialised
model from disk when available, avoiding retraining and making it suitable for lightweight
production deployment.

9. Conclusion and Future Scope
This paper presented a complete, end-to-end machine learning pipeline for automated financial risk
classification in the cryptocurrency market. Starting from raw market data, the system applies
principled feature engineering — deriving volatility, inverse liquidity metrics, and supply
characteristics — to construct a weighted composite risk score, which is then discretised into Low,
Medium, and High risk categories. Two classifiers were trained and evaluated: a Decision Tree
(baseline, 94.44 % accuracy) and a Random Forest (proposed, 99.95 % accuracy). The Random
Forest's ensemble architecture decisively outperformed the single-tree baseline across all four
evaluation metrics, confirming its suitability for real-time crypto risk monitoring.
The results demonstrate that carefully engineered domain-specific features — particularly multi-
horizon return volatility and inverse liquidity measures — contain strong, learnable risk signals.
The near-perfect classification accuracy achieved by the Random Forest suggests that the proposed
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risk score formulation is both theoretically grounded and empirically effective. The system is fully
automated, reproducible, and deployable on standard hardware without GPU requirements.
9.2 Future Directions
• Hyperparameter Optimisation: Apply GridSearchCV or Bayesian optimisation to find optimal
n_estimators, max_depth, and min_samples_split for the RFC.
• Deep Learning Models: Integrate LSTM or Temporal Fusion Transformer architectures to
capture sequential price dynamics and regime changes.
• Sentiment Features: Incorporate NLP-derived sentiment scores from Twitter/Reddit/news feeds
as additional risk signals.
• Real-Time API: Deploy the trained RFC as a RESTful microservice with live exchange data
feeds for continuous portfolio risk monitoring.
• Cross-Market Validation: Test the pipeline on equity, commodities, and forex datasets to assess
generalisability beyond crypto.
• Regulatory Integration: Align risk categories with emerging MiCA (Markets in Crypto-Assets)
regulatory risk tiers for compliance applications.
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