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Abstract— The objective of the project, Electronic Voting System Using Blockchain is to bolster
the integrity, transparency, and security of the electoral manner via the software of blockchain
generation. By employing clever contracts and a decentralised network, this gadget guarantees
tamper-proof, immutable vote recording and tallying. A blockchain network, smart contracts for
vote validation, and an intuitive net interface are critical additives. By tackling commonplace
boundaries in digital voting, along with scalability, security, and consumer adoption, the system
showcases how blockchain era has the capacity to essentially transform traditional vote casting
strategies. Subsequent efforts will be dedicated to enhancing voter authentication and accessibility
standards.

INTRODUCTION

Electronic voting (e-voting) structures are more and more being adopted international to enhance
the efficiency, accessibility, and speed of the electoral manner. However, traditional e-voting
systems are plagued through vulnerabilities which includes fraud, hacking, and absence of
transparency. Blockchain technology, characterized by its decentralized and immutable ledger,
offers a promising approach to those troubles. The number one intention of this assignment is to
layout and put in force a digital balloting device that leverages blockchain era to make sure the
safety, transparency, and integrity of the balloting manner. By utilizing a decentralized network and
clever contracts, the machine pursuits to provide a tamper-evidence and verifiable method for
casting and counting votes, addressing the challenges faced by way of traditional e-voting
structures. This project explores the mixing of blockchain in e-voting, highlighting its capacity to
revolutionize the traditional balloting panorama and stable the democratic system.

Traditional Voting System

The Process illustrates the stairs worried in a traditional balloting system, which is predicated on
physical polling stations and paper ballots. Here’s a breakdown of the process:

1. Voters cast their votes in man or woman at polling stations. These stations are generally set up in
convenient locations within a community, such as colleges or network facilities.

2. Security Forces are stationed at polling stations to ensure the safety of electorate and election
officers, and to discourage any tries at voter intimidation or fraud.

3. Polling Stations provide the resources for citizens to cast their ballots, together with poll booths
to make certain privacy, and ballots themselves.

4. Staff at the polling stations manner the votes after the polls near. This may contain manually
counting ballots or feeding them into scanners.
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Figure 1: Existing Method

5. Once the votes are counted, the Staff reviews the consequences to the authorities of government,
who then certify the election outcome and announce the winner. This traditional device has been in
area for many years and is acquainted to maximum voters. However, it has limitations. For
example, it is able to be time-eating to forged a vote in person, and there may be a threat of
mistakes in vote counting or fraud. New technology, such as digital balloting machines, are being
explored to cope with some of these limitations. However, these technologies additionally increase
concerns approximately safety and privacy.

Proposed system

The proposed method for the electronic vote casting device the usage of blockchain, as illustrated
within the diagram, integrates diverse additives to ensure a stable and transparent balloting system.
1. Voters: Users, or citizens, hook up with the blockchain via a decentralized software (dApp). This
interface allows them to interact securely with the vote casting device. The citizens' digital wallets,
person profiles, and candidates' profiles are controlled within this device.

2. Identification Authorities: These authorities are accountable for verifying the identification of
citizens. This verification step ensures that best eligible electorate can get entry to the voting gadget,
preserving the integrity and authenticity of the election method.

3.Voting Management System (VMS): The VMS is the middle thing that manages the entire
balloting process. It collects and tactics vote casting records, making sure that facts is securely
transferred to the blockchain. The VMS connects to the blockchain through both web interfaces and
dApps, facilitating seamless information go with the flow

4. Blockchain Network: The blockchain acts as a decentralized ledger that records all voting
transactions. This ensures that each vote is immutable and transparently logged, preventing any
tampering or fraud. The blockchain is hooked up to the VMS and is utilized to shop and retrieve
voting information securely.

@2024, JETMS

Impact Factor Value: 5.672 | Page 451



—

International Journal of Engineering Technology and Management Sciences
Website: ijetms.in Issue: 3 Volume No.8May - June — 2024
DOI:10.46647/ijetms.2024.v08i03.058 ISSN: 2581-4621

-4

Connest to blockehain
though dAPP Igentfication
Authorities

Jerily —p ‘ —
€ User dentity :

/‘.'c:n!,; Management

« Records
« Digital Wallets

o User Profies
« Candicates \

Profile

Data System (VMS) S
(v wg Information) ! \ A
.. T ..
Connected ‘ g .I g
by Web
? ‘_.\.une‘.ec o -
6 m by dapp g Autharities
) vies
Smarnt Contract Bl
Blockchain

Figure 2: Proposed Method

5. Smart Contracts: Smart contracts automate the voting technique. They are programmed with the
guidelines and guidelines of the election, making sure that votes are counted appropriately and that
all transactions adhere to the pre-described standards. This automation enhances the reliability and
performance of the vote casting manner.

6. Authorities: These are commonly government entities or election commissions that oversee the
entire balloting system. They ensure that the device complies with felony requirements and that the
election is performed fairly. This proposed method leverages blockchain's strengths to create a
obvious, secure, and green digital voting device, addressing many challenges related to traditional
and digital voting methods.

Architecture

The proposed e-vote casting device incorporates the subsequent components:

1. Blockchain Network: A decentralized community of nodes keeps the blockchain ledger, ensuring
transparency, immutability, and safety. Each node participates inside the consensus procedure to
validate and file votes, making it nearly not possible to alter the recorded data. This decentralized
nature eliminates the danger of a single point of failure and guarantees that the voting manner is
tamper-proof and obvious.

2. Smart Contracts: Self-executing contracts with the phrases of the settlement immediately written
into code automate the vote casting method. These smart contracts manage crucial obligations such
as voter registration, vote casting, and vote tallying. Once deployed on the blockchain, they make
certain that votes are securely recorded and counted without human intervention, thereby decreasing
the danger of fraud and mistakes. The transparency of clever contracts additionally lets in for public
auditing, enhancing consider inside the electoral method.

3. User Interface: A web-based totally interface provides a reachable platform for voters to cast their
votes. This interface is designed to be consumer-pleasant and intuitive, allowing voters to navigate
the balloting manner effectively. It consists of features which includes a registration page, a
balloting web page showing candidate statistics, and a outcomes page showing the election effects.
The interface communicates with the blockchain through APIs, making sure that the consumer's
actions are securely recorded on the blockchain.

4. Authentication Mechanism: Ensures that handiest eligible residents can stable a vote the use of
digital identification verification. This mechanism employs public-key cryptography and virtual
signatures to authenticate citizens. Voters have to prove their identification through a stable manner
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associated with identification government, which verify and validate their eligibility. This step
prevents unauthorized get entry to and guarantees that every voter can only stable one vote. By
leveraging sturdy cryptographic strategies, the system ensures the integrity and authenticity of voter
identities. Overall, this architecture leverages blockchain generation to create a steady, transparent,
and inexperienced e-vote casting gadget. By decentralizing the voting process and automating
crucial capabilities via smart contracts, it addresses a few of the vulnerabilities present in
conventional vote casting structures. The consumer-friendly interface and strong authentication
mechanisms in addition enhance the system's usability and protection, making it a robust solution
for contemporary electoral tactics.

Workflow

1. Voter Registration: Voters start with the useful resource of registering on the tool using a solid
authentication mechanism. This entails verifying their identity through digital signatures and public-
key cryptography, ensuring handiest eligible residents can participate. Identification government
validate voter identities, consisting of them to the voter list within the blockchain. This registration
method ensures that every voter is uniquely recognized, preventing duplicate registrations and
unauthorized get admission to.

2. Vote Casting: Once registered, citizens can solid their votes via a consumer-friendly net-primarily
based interface. The balloting page presentations a list of applicants, allowing citizens to choose
their favoured candidate. Each vote is recorded as a transaction on the blockchain, making sure
immutability and transparency. The interface communicates with the blockchain via secure APIs,
transmitting balloting facts in real-time and offering electorate with a continuing vote casting
experience.

3. Vote Verification: After votes are forged, smart contracts robotically validate every vote to make
certain eligibility and correctness. These smart contracts take a look at that the voter is registered
and has not solid a couple of votes. They also affirm the integrity of the vote, ensuring it has no
longer been tampered with. This automatic verification technique eliminates the need for manual
oversight, decreasing the danger of human errors and fraud.

4. Vote Counting: The blockchain community then counts the votes in a apparent and verifiable
way. As each vote is recorded at the blockchain, it will become a part of a decentralized ledger
accessible to all individuals. This ensures that the vote-counting machine is open to public scrutiny,
improving consider in the electoral procedure. The decentralized nature of the blockchain moreover
ensures that the vote keep in mind is evidence towards tampering and manipulation.

5. Result Announcement: Once the vote casting period concludes, the very last results are posted on
the blockchain. This guarantees that the results are obvious and immutable, providing a verifiable
document of the election outcome. The outcomes web page at the patron interface suggests the
election effects, permitting all stakeholders to look at and verify the very last results. By leveraging
blockchain generation, the system guarantees that the whole election approach, from voter
registration to stop end result declaration, is steady, obvious, and straightforward.

Technology Stack

- Blockchain Platform: Ethereum is chosen for its robust clever settlement abilities and wide
adoption. It presents a decentralized platform for building and running clever contracts without any
downtime, fraud, or third-celebration interference.

- Smart Contract Language: Solidity is used to put in writing clever contracts at the Ethereum
platform. It is a high-degree programming language designed for implementing smart contracts that
run at the Ethereum Virtual Machine (EVM).

- Front-cease Framework: React.Js is selected for building the consumer interface. It is a famous
JavaScript library recognised for creating rapid, interactive, and dynamic consumer interfaces
correctly with reusable additives.
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- Back-stop Framework: Node.Js serves as the backend framework, offering a JavaScript runtime
built on Chrome's V8 JavaScript engine. It is used for developing server-side and networking
packages with event-pushed, non-blockading I/0.

- Database: MongoDB is used to shop man or woman records. As a NoSQL database, it offers
flexibility, scalability, and high ordinary overall performance, which may be crucial for coping with
big volumes of information in a steady way.

-Authentication: Digital signatures and public-key cryptography Digital signatures and public-key
cryptography are implemented to make sure solid voter authentication. This technique ensures that
simplest eligible voters can access the tool and that votes are securely solid and recorded.

Smart Contract Development

Smart contracts were developed to address voter registration, vote casting, and vote counting.

Key features consist of:

- check in Voter (address voter): Registers a voter by way of adding their address to the voter listing.
This feature ensures that every voter is uniquely diagnosed and authenticated earlier than taking
element in the election.

- forged Vote (candidate 1d): Records a vote for the desired candidate. This characteristic captures
the voter's desire and securely logs the vote on the blockchain, ensuring immutability and
transparency.

- keep in mind Votes: Tallies the votes and broadcasts the effects. This feature aggregates the votes
recorded at the blockchain and computes the very last consequences, ensuring accuracy and
integrity within the vote-counting method. User Interface The purchaser interface was designed to
be intuitive and user-pleasant, allowing citizens to without difficulty navigate via the voting
procedure.

- Registration Page: Allows clients to check in using their digital identity. This net page offers an
honest process for voters to affirm their identity and grow to be eligible to vote.

- Voting Page: Displays the listing of applicants and permits customers to solid their vote. This page
is designed to be clean and accessible, allowing citizens to without troubles choose and publish their
preferred candidate.

- Results Page: Shows the vote casting effects once the election is concluded. This page affords an
obvious display of the very last vote counts and election effects, ensuring that the system is open
and verifiable.

Results

The implementation of the electronic voting device the usage of blockchain successfully confirmed
more advantageous safety, transparency, and efficiency inside the voting system. By leveraging
Ethereum, clever contracts in Solidity, and a sturdy generation stack, the machine ensured
immutable vote recording and verifiable outcomes. The decentralized structure averted tampering
and fraud, whilst the user-pleasant interface facilitated seamless voter participation. Authentication
through digital signatures safeguarded voter eligibility, and automatic vote counting by using clever
contracts ensured correct effects. Overall, the challenge demonstrated blockchain's capacity to
revolutionize conventional balloting structures, providing a reliable and scalable solution for steady
digital elections.
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Conclusion

The improvement of an electronic vote casting machine the usage of blockchain era demonstrates
the potential to enhance the safety, transparency, and efficiency of the vote casting process. While
demanding situations continue to be, the combination of blockchain affords a sturdy framework for
addressing the vulnerabilities of traditional e-vote casting structures. Future work will recognition
on enhancing scalability, security, and person adoption to create a more resilient and extensively
everyday vote casting answer.
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