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ABSTRACT

A robotics and Internet of Things (IoT) combination is the foundation of the surveillance robot. Using
a remote control, the user can manage the robot. The robot moves and broadcasts live video in
response to user instructions. The Raspberry Pi's microprocessor is used to direct robot movement.
In order to deliver live video content that people may view, the robot must travel around a given
region. As a consequence, monitoring is done. Numerous industries, including defence, healthcare,
apartment security, and others have numerous uses for the surveillance robot. When under risky
conditions, a person cannot work. These situations and places include a burning structure, a region
with hazardous chemicals or radiation, and a war. An unsuccessful surveillance system was created
and put into use.
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1. Introduction

This fusion of robotics and 0T is the foundation of the surveillance robot. The user has remote control
over the robot's movement. The robot follows user commands to move while streaming livevideo.
The action of the robot is managed using a Raspberry Pi Micro-controller. The robot's job is to roam
a space while transmitting real-time video that consumers may view on their screens. As a result, the
surveillance is carried out. The surveillance robot can be used in a variety of settings, including
defence, healthcare, apartment security, etc.

Raspberry Pi and a webcam are used in a robotic surveillance vehicle. This may be an effective and
affordable security and espionage tool that can be constructed in a matter of hours and has a widerange
of configurable features. In order to make this robotic automobile, we mostly used a RaspberryPi, a
USB web camera, and two DC motors.

It has a web camera set on top of it, providing us with a live video feed. What's interesting aboutthis
situation is that we can move and operate this robot using an internet browser. It can also be controlled
using a page on the web since it is typically controlled using a page.

2. Detailed Description of the Invention:

2.1 Recording video and live video feed:

Video cannot be securely recorded by a human in dangerous circumstances or settings. Buildingsthat
catch fire, areas with poisonous chemicals or damaging radiation, and locations where there is an
exchange of fire, such as a battlefield, may all fall under these situations and environments. This paper
describes the design and implementation of a surveillance tanked robot based on the Windows
operating system and the Wi-Fi protocol.

Robots can now be used to remotely monitor crucial regions instead of people thanks to advancesin
network and robot technology. Robots that are on the ground and in the air can gather informationthat
humans cannot understand. By giving the robots accurate sensors and cameras, it is possible to
remotely collect data about a specific area. The development of wireless communication makes it
easier to communicate with robots and obtain real-time footage. As a result, a lot of academics are
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now using surveillance technology in their studies.

3. Design and working:

3.1 Internet of Things (1oT):

The fourth industrial revolution is referred to as the Internet of Things (IoT). 10T has become a
significant component of civilization, from tiny wearables to smart cities. Robotics has been impacted
by 10T as well. Such an integration of 10T and robotics is the foundation of the surveillance robot.
The user can remotely direct the robot's movement. The robot travels in accordance with user
commands and broadcasts real-time video. The Raspberry Pi microcontroller is utilised to manage
robot movement. The robot's job is to travel around a space while transmitting live video data that
consumers can view on a user screen. As a result, monitoring is conducted. There are numerous uses
for the surveillance robot in the fields of defence, healthcare, and apartments.

The term "wireless robot™ describes a small robot that captures, stores, and streams monochrome
video live. A compatible web page is controlling the bot over a local Wi-Fi server. The goal of the
proposed project is to put into practise the previously mentioned technology related to the micro
robot, which is capable of carrying out a variety of activities at a reasonable price. The robot will be
made using an Arduino Uno R3-based robot control board. In this study, we propose a surveillance
robot with the ability to transmit real-time video, transfer audio, and navigate around obstacles. The
system will be created such that it may feed the video to the person watching the bot in real time. In
order to stream videos and transfer audio, we used two Android phones in our experiment. This
project employs a completely novel method for Blynk-based robot control. For the project’s wireless
connectivity, we used Node Mcu ESP Module.

3.2 Proposed Method:

Proposed Approach The suggested approach makes use of a mobile surveillance robot [2, 6] to scan
the area and find out-of-the-ordinary actions inside the home. Depending on the task and user comfort,
the bot can operate in two modes. Manual and autonomous operating modes are available. The user's
input can be used to change the mode. Through the mobile web interface, the bot can be manually
operated in manual mode by using a joystick. Through live video streaming on a mobile device, the
viewer can view real-time footage of the locations. While in autonomous mode the bot operates
independently without the need for outside assistance, this mode can be used when the userneeds to
inspect some areas inside and around the house.

In the autonomous mode, the bot initially hovers over the user-specified path while scanning the
surrounding area for intruders. Additionally, the camera is installed on a servo motor to allow for
360-degree rotation, and the path is inspected every predetermined amount of time. This mode is
useful at night or when no one is home since it enables the bot to independently check, alert, and
notify the user in the event of any unusual conditions, such as the identification of an intruder, an
intentional obstruction of the path, or an attack on the bot. With the alert, the user receives a photo of
the invader. The bot alerts the authorities with the user's position and image if they haven't responded
to the notification after 10 minutes. When the user is aware of the individual being spotted,there is also
the option to disregard the alert.

3.3 Hardware Design:

Automation is the never-ending process in the modern day. Increased automation results in less
energy being used, more benefits, and better working conditions for employees. Nowadays,
autonomous robots work better for surveillance than cctv cameras. When utilising standard CCTV,
additional cameras are needed and a separate individual (security officer) is needed to continuously
watch it, but the majority of apartments and villas just use cameras and not security for monitoring,
which is not helping to minimise theft. Knowing who stole something is only useful after the fact.
Therefore, using an automated system is preferable for surveillance.
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Fig. 1. Block Diagram

3.4 Description of above block diagram:

The suggested system's general block diagram is seen in the above picture. Human and property
security is crucial, as was previously mentioned. In order to continuously monitor the guarded region,
a surveillance bot has been created. It is designed with a variety of sensors, including a gyroscope, to
guard against theft and other hazards. For protection, it contains a camera for monitoring an alert. Wi-
fi connectivity allows the bot to communicate with the user, monitor the environment from a distance,
and be controlled by the user via a mobile interface. Only when a person is present will thebot issue
an alert. To provide the DC motors with the necessary voltage, a buck converter is connectedbetween
the battery and the motor controller. This design essentially has two modes, a manual modeand an
autonomous mode. The bot is turned on first, after which it connects to mobile devices [13] via an
app or website. The working mode is then chosen (i.e., Manual or Autonomous mode) via a toggle
switch. The bot is controlled manually in Manual mode, which does not require any ultrasonicsensors
because it is controlled manually, and the footage captured by the camera is streamed live in the same
app. This mode is used to keep an eye on children and elderly people at home. In autonomous mode,
the bot follows a predetermined path that the user specifies while rotating the camera periodically in
both clockwise and anticlockwise directions while mounted on a servo motor.Ultrasonic sensors are
utilised for obstacle avoidance; if there is an obstruction in the path, the robotpauses travelling, looks
for a new path, and then resumes movement. When running, if it detects an intruder (person detection),
the bot stops and takes a picture of the intruder before sending an alert tothe user through email along
with the picture. After a very little interval, the alarm will then begin tosound. If it was a recognised
individual, the user can examine the image in the email and turn off thebuzzer on the app or web
server; otherwise, the buzz continues, and if the user doesn't react to the alert, the buzzer also
continues. In order to ensure the robot's safety, it is also equipped with a gyroscope sensor that will
alert authorities if someone attempts to lift the robot, if it is disturbed, or if its position changes. The
system repeats the action taken upon intruder detection, and it won't returnto normal operation unless
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the user resets the settings.
3.5 Hardware Diagrams:

Fig.3 Top view of surveillance bot

3.6 Brief Description of the Drawings:

The interesting aspect of this is that we have some control over and can move this surveillance robot
from an internet browser over the internet. The surveillance robot has a web camera set over it,through
which we will get a live video feed. It can also be controlled using a page on the web since it is
typically controlled using a page. A lot of sites, including homes, workplaces, military bases, and
borders, have a great demand for protection. The need for security measures that might safeguard
people, property, and international borders has long been great. With the help of this project,
surveillance may be provided in dangerous locations like border regions and terrorist hotspots without
endangering human lives.

Such an integration of 10T and robotics is the foundation of the surveillance robot. The user can
remotely direct the robot's movement. The robot travels in accordance with user commands and
broadcasts real-time video. The Raspberry Pi micro-controller is utilised to manage robot movement.
The robot's job is to travel around a space while transmitting live video data that consumers can view
on a user screen. As a result, monitoring is conducted. There are numerous uses for the surveillance
robot in the fields of defence, healthcare, apartment security, etc.

Video cannot be securely recorded by a human in dangerous circumstances or settings. Buildingsthat
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catch fire, areas with poisonous chemicals or damaging radiation, and locations where there is an
exchange of fire, such as a battlefield, may all fall under these situations and environments. This paper
describes the design and implementation of a surveillance tanked robot based on the Windows
operating system and the Wi-Fi protocol. The ability to remotely monitor important locations using
robots rather than people is made possible by the rapid advancement of networksand robot
technology. Robots on the ground and in the air can gather information that is obscure to humans.
The robots can be outfitted with accurate sensors and cameras to remotely collect dataabout a
particular area. The development of wireless connectivity makes it easier to interact withrobots and
obtain real-time footage. As a result, several academics have recently become interested in using
surveillance technology in their studies.

4. Prototype:

fritzing

Fig.4 Simulation

Fig.5 Prototype
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4.1 Hardware Components Applications:

For optimal operation, this surveillance robot needs a lot of crucial hardware parts. These surveillance
robots are used in residential and remote places due to technological advancements. Thefollowing are
the primary components used in our project, their specifications, and their functions;

411 Dc Motors:

In general, DC machines are employed to supply an alternator's excitation. They are also utilisedin a
wide range of processes, including welding, variable-speed motor drives, electrolytic and
electroplating processes. Small DC machines are employed as a control mechanism for tasks
including tracking, positioning, and speed sensing. The use of motors requires a 12V DC power
supply. These rotary electrical machines transform electrical energy from direct current into
mechanical energy. The motors in use operate at a speed of 30 rpm.

Fig.6 Dc Motor

4.1.2  Motor Driver:

Robotics, embedded systems, and other industries employ the L298N motor driver IC. We are aware
that motors require significant voltage and current while micro-controllers operate with very low
voltage and current. For this reason, high voltage and current are provided via motor driver ICs.

Fig.7 Motor Driver

4.1.3 Wi-Fi Module:

Robotic and electronic projects are connected to the internet via Wi-Fi modules. 10T (Internet of
Things) projects can be developed with the help of Wi-Fi modules. You can direct your robot to send
data over the internet or transfer data over the internet by using Wi-F modules.
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Fig.8 Wi-Fi Module

4.1.4 Raspberry Pi:

Raspberry Pi can be used to build a standard desktop PC. Raspberry Pi, a micro SD card with an
operating system on it, a source of continuous power, and an output display device, such as an old
monitor or television, are all components of the hardware. A USB mouse and keyboard are also
necessary. The Raspberry Pi is a little computer that is roughly the size of a deck of cards (Opens in
a new window). With the RAM, USB ports, and other components soldered onto the board for an all-
in-one package, it employs what's known as a system on a chip (Opens in a new window), which
combines the CPU and GPU in a single integrated circuit.

Fig.9 Raspberry Pi

5. Conclusion:

The framework for building a robot for surveillance purposes is suggested in this study. By utilising
the idea of IOT, the issue of limited range monitoring is resolved. We can manually controlthe robot
with the aid of a laptop or mobile device. Additionally, automatic monitoring is possible. Our
suggested robot can fit into spaces that are impossible for humans to access because of its smallsize.
One of the most important technologies in the realm of electronics is wireless technology. This
technology is employed as a key component of our project's surveillance strategy. This delivers a
highly effective and economical robot that sub-stitutes human work, eliminates the need for human
labour, and efficiently performs monitoring tasks. We created the surveillance robot utilised in
industrial and combat zones. We created a website to operate the robot in this project. Our robot is
compact and light, making it simple to operate in places where humans cannot. This type of robot
also helps save human lives. Using an ESP32 camera, we employ wi-fi technology to instantly deliver
a live image to the organization.
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