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Abstract---The next era in the advent of the internet is internet 

based computing also known as cloud computing. It has been 

the emphasis in recent years, but security concerns are one 

among the most important impediments to the rise of cloud 

computing..  It essentially sends user data and application 

programs to massive data centers, i.e. a distant cloud, where 

consumers have little control and data management may be 

insecure. However, numerous security issues raised by the 

cloud's unique nature must be addressed and fully 

acknowledged..  Amongst the most critical concerns which 

must be tackled is the security issue. Issues with data security 

created by user data and software in the provider's 

jurisdiction. Cloud users search for cloud resources with 

secure data management. When sharing their personal data 

over public clouds, some cloud users may prefer to manage 

their data with more privacy. This document focuses on 

improving privacy-related data security in the cloud and 

related works that have been done to enhance data security in 

cloud computing. This research review work analyzes and 

discusses several of the security and privacy improvements 

evaluated in related existing systems. 

Keywords: Authentication, Cloud computing, Confidentiality, 
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I. INTRODUCTION 

There is no single definition of cloud computing that 

everyone agrees on [9]. It is described as a dynamic 

platform that is usually easy to scale and increase 

transparency. Provide users with virtual resources online. 

There are major three levels to cloud computing services; 

Platform, Infrastructure and software as Service. Even 

though every service model contains security measures, 

security requirements differ based on whether the services 

are private, public, mixed, or public cloud [17]. The cloud 

is also a five-part architecture, including customers, 

applications, platforms, and infrastructure and the server. 

●  A public cloud that is owned and control by a 

service provider. 

● Community cloud, the physical structure that an 

organization and association have. 

● The private cloud, the structure of which is owned 

and created by a particular organization. 

●  The previous three models have been altered by 

the hybrid cloud. 

● Using their ineternal architecture (IaaS, PaaS and 

SaaS) are the deployment models of the cloud. 

 

 

Figure 1:  Model and services of cloud computing 

 

Security service 

Security comprises the goals of protection, restoration, and 

assurance. Protection of information in a computer system 

from numerous risks. In reality, the security service 

provided by the security mechanism enforces the security 

policy, as well as the security of computer networks and 

information systems. It is offered via services like as 

integrity, confidentiality, identity verification, non-

repudiation, and availability. [12]. 
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TABLE 1 

SECURITY ISSUES IN CLOUD COMPUTING 

 

Confidentiality 

 

 Make certain that no information is given or distributed 

to unauthorized persons, organizations, or operations. 

Indeed, data is delivered and received without unwanted 

objects gaining access to it during transmission. 

Encrypting data is an effective method of achieving 

privacy. It is accomplished through the use of a 

symmetric or asymmetric key model [16]. 

Integrity 

 

 Ascertain that the data received by the authorised 

individual corresponds to the data supplied. The data has 

not changed [15]. 

Availability 

 

 Ensure that valid users may access services and that data 

is produced. 

Available and usable at the request of authorized 

persons. 

Authentication 

 

Verify the sender and recipient of the message's 

identities. 

In reality, the integrity and secrecy of information are 

only significant when the sender and receiver's identities 

are fully confirmed. [14] 

Non-repudiation 

 

Ascertain that the action made will not be rejected by 

either the sender or the receiver. Denials are classified 

into two types: rejection of origin and refusal of 

destination. In the first instance, neither the sender nor 

the receiver may decline the transfer message, and 

neither can they refuse to deliver the message [13]. 

 

Cloud computing environments present many challenges. 

It's a conflict-free cloud user identity management that 

provides security for data-dependent applications, protects 
the privacy of users who do not want to expose their 

identities, and maintains control over the lifecycle of 

external data. Data outsourcing is just data that is openly 

shared with different users.  

Cloud computing environments offer many benefits to the 

users, but users do not like to log in to the cloud. Many 

analyzes show that the main problem with cloud computing 

is the security threat. Security risks can cause conflicts with 

the original user data. The second most important issue in 

cloud computing is protecting user privacy [18].  

Cloud computing provides flexible and scalable user access 
without the need for a large number of servers. In this case, 

privacy is a major issue that users should expect when they 

do not want to disclose their personal information to them 

[11] 

A. Possible Types of Cloud Security Attacks. 

When users enter the cloud to share their personal 

data, they need to be aware of the security threats 

that can attack their data. Cloud providers need to 

provide trust to their users in order to get the 

highest level of service.    

 

 

 

 

 

 
TABLE II 

CLOUD ATTACKS IN CLOUD COMPUTING 

 
 

B. The issue of cloud privacy. 
 

Protecting the privacy of cloud users is one of the 

service providers' most important obligations, and 

the most sensitive user information is saved in 

cloud. If your data is published in cloud, users will 

not want to share their information with others. 

Challenges that motivate cloud service providers 

to ensure privacy include inadequate user control, 

information breaches, rogue secondary storage, 

uncontrolled data delivery, and dynamic 

provisioning.  

This overview describes relevant mechanisms and 
technologies previously used for security and privacy.  It 

also discusses the merits and demerits of each strategy.. 

Based on a review of the above mechanisms, it can be 

observed that the currently implemented system has more 

advantages.  
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II. RELATED WORK 

 
 D. V. Chadwick et al. proposed a scalable 

structure for the confidential exchange of network 

information (CTI) among collaborators for analysis [1]. 

The proposed framework establishes a five-tier trust 

architecture for cloud-based data transfer infrastructure at 

the cloud's edge.  From plain text to anonymization and 

anonymization to symmetric cipher, data owners can 

choose the appropriate confidence and method for cleaning 

CTI data to process CTI data before sending it for analysis. 

CTI analysis delivers useful cyber threat intelligence to 
users, informing them of threats to their systems. Although 

standard security software have their own built-in analytic 

tools and notify clients of the preponderance  dangers 

impacting their systems, due to the quickly changing nature 

of threats and the enormous and complicated number of 

CTIs handled, they seldom identify all active threats  when 

this data is being processed. This architecture is functional 

because a Data Sharing Agreement (DSA) policy aligns 

CTI data in a Protected Data Object (DPO), and DSA is 

applied on the cloud-edge or the cloud, or both, to make 

clients trust their sensitive data. It will not spread to those 
who are untrustworthy or only half trusted until it is 

adequately trusted 

 To address data integrity and confidentiality 

challenges, M. Tahir et al. presented CryptoGA, a novel 

paradigm based on the genetic algorithm (GA) [12]. They 

used GA to create the encryption and decryption keys in 

this case, and encryption methods are utilized to protect the 

security and integrity of the cloud data. Evaluations and 

comparisons take into account of the common known 

parameters such as execution time, performance, key size, 

and avalanche effect. This experiment uses 10 different sets 

of test and validation data. 
 To improve cloud computing data security, Tabet 

et al. offer a lightweight encryption technique. A suggested 

technique for improving data security that may be used to 

safeguard cloud-based applications [3]. The algorithm is a 

16-byte (128-bit) block cypher that encrypts data with a 16-

byte (128-bit) key. It is built on the original architecture 

arrangement and substitution technologies to boost the 

encryption's complexity. This algorithm applies Shannon's 

propagation and confusion theory using logical operations 

(XOR, XNOR, transformation, and substitution). It is also 

flexible in choosing key length and number of turns. 
Compared with the password system, the experimental 

findings of the suggested method which is extensively used 

in cloud computing show that the algorithm has higher 

security, and its performance in terms of password 

execution time and security has been greatly improved. 

 According to the National Institute of Standards and 

Technology (NIST) [19], confidentiality, availability, and 

integrity are basic requirements for cloud computing. 

● Authentication Confirm the identity of the sender 

and recipient of the message. 

● Availability Ensure availability of services to 

legitimate users and data production whenever 

needed. 

● Authorization  establish that the access points are 
reserved for clients who have provided certain 

information. 

 

 
Figure 1: Basic security for cloud computing 

 

K Kumar et al., proposed an algorithm that uses 

image masking and image segmentation to protect user 

data. In this case, image segmentation is used to mask data 

in different parts of the image [4]. The proposed 

algorithm's performance is assessed using numerous 

metrics such as PSNR and MSE value, and the results are 

compared to other existing techniques for pictures of 

various sizes. Steganography is the method of concealing 

data in a picture so that human eye cannot see the data. 

There are many methods of hiding information such as 

image masking, video masking, and audio masking.  They 
devised a steganography and image hashing-based 

technique that can only conceal secrets in the original cover 

photo's computation or processing part. Confidential data is 

stored in a text file, the original message is encrypted with 

the RSA encryption technique, and the key is acquired. 

Then, copy and paste the key into the grayscale image's 

chosen pixels. Lastly, save a Stego image to the cloud.  

Stego is utilised as the input in the receiving procedure, all 

the stages are reversed, after which, the server receives the 

key from the image and uses the key to decrypt the original 

confidential data. 
Narayanan, U. et al.  Introduces a global picture of 

how to solve the major security challenges of big data in 

the cloud [5]. They proposed a new system architecture 

called SADS-Cloud, which supports the big data 

environment . It entails three processes: I big data 

outsourcing, (ii) big data interchange, and (iii) big data 

analysis. When substantial amounts of data are outsourced, 

the data owner scores in the trusted centre using the SHA-3 

hash algorithm. The MapReduce approach is used to 

partition the input file into fixed-size chunks. Each block is 

encrypted using the SALSA20 algorithm.  When vast 

amounts of data are exchanged, data consumers take part in 
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safe file recovery.  This is accomplished by hashing the 

user's credentials and comparing them to the database.  Big 

data management incorporates three fundamental 

procedures for managing big data: compression, clustering, 

and indexing utilizing the Lemperl Ziv Markov Algorithm 

(LZMA), density-based application noise clustering 
(DBSCAN), and the usage of fractional index trees.  Index 

of files in the cloud database, where you can perform 

individual searches, inserts and deletes.  This work 

proposes four entities. Trust center (TC), data user (DU) 

cloud server (CS) and data owner (DO),. It solves the two 

main issues of user privacy and data security in the cloud 

that underpins big data. In order to securely authenticate 

users (data owners and users), they proposed the SHA-3 

hash algorithm. Hash messages containing user information 

and saved in TC and CS.  The data owner sends the data to 

the cloud server in a secure manner. The data is 

compressed using the LZMA compression method to 
optimize cloud storage for big data. Then data is encrypted 

using SALSA20 MapReduce to reduce encoding and 

decoding times. After the encryption is complete, send the 

data to CS. If the user requests the data to retrieve the data, 

it must be authenticated. Use the private key stream to 

retrieve and decrypt the required file. Consider two 

processes for managing big data through the cloud, such as 

using DBSCAN and fractal trees for clustering and 

indexing, respectively. 

 H ZHU et al. introduced a data integrity 

verification system based on a short signature algorithm 
(ZSS signature) that allows confidentiality and public 

inspection [6] by introducing a trusted third party whilst 

also reducing the burden of the hash function in the signing 

process, computational expenses are effectively reduced. It 

can withstand adaptive message selection assaults based on 

CDH's hard problem assumption. According to the 

evaluation, the circuit is more efficient and safe. The BLS 

signing mode must use the specific hash function, and the 

performance of batch signing is poor in the large data 

setting.  . 

Y Fan et al.  Cloud users are given a set of 

permissions; duplication can only be performed if the cloud 
user has the appropriate permissions [7]. In addition, the 

solution strengthens fusion cryptography through user 

privileges and relies on the Trusted Runtime Environment 

(TEE) to manage keys securely, enabling these 

cryptosystems to defend against plaintext and chosen-

ciphertext attacks 

Sharma et al., proposed a security model to improve data 

privacy in the cloud. They used multiple encryption 

techniques, emphasizing the importance of data security 

and privacy protection [8]. They use a secure block cipher, 

AES and RSA, which provide higher security when storing 
data. The data go through a multi-layer encryption and 

decryption process, which effectively improves data 

security. To encrypt data, RSA algorithm is used, which 

will create the first encryption level for the corresponding 

file.  The AES technique is then utilised in the second part 

of the encryption process to encrypt the encrypted files 

from the first stage in order to create the ciphertext. The 

decryption method is the opposite of the encryption 

procedure.  The presented model includes multi-level 
encryption that is difficult to crack, because unauthorized 

users need encryption keys and decryption keys to retrieve 

data, which will inevitably become a complex undertaking 

without an effective key that cannot be completed. 

 The use of multi-level cryptography is projected to provide 

greater Cloud data security storage than single-level 

cryptography 

 Suyel Namasudra  suggested a method for 

securing data in computer accounts using attribute-based 

encryption. This approach employs Attribute-based 

Encryption (ABE), Distributed Hash Table Network 

(DHT), and Identity-based Time Synchronization (IDTRE) 
encryption [9]. In this case, user characteristics are utilised 

to encrypt data or resources first, and the encrypted 

material is separated into encapsulated ciphertext and 

extracted ciphertext. Then, using the IDTRE technique, 

encrypt the decryption key and combine the key's cypher 

text with the recovered cypher text to generate a public 

cypher text. Finally, the cypher text is distributed 

throughout the DHT network, and the wrapped cypher text 

is kept on the cloud server. 

 M. Sohal et al. suggested an encryption approach 

that encrypts data before it is uploaded to the cloud by 
using data from the client side for encryption.  It has a 

symmetrical structure multiplex encoding method based on 

DNA coding [10]. DNA coding has many computational 

flaws because it requires high-tech laboratories to actually 

implement the technology. It is impossible to automate the 

DNA process. DNA synthesis requires manual processing 

at each stage, this has become a drawback to its overall 

growth as a result, pseudo-DNA coding approaches have 

gained popularity  to enable  address DNA's flaws coding. 

Its mechanism of action is similar to that of DNA synthesis, 

but this does not involve having the laboratory synthesis of 

DNA bases. The method proposed in [10] is a pseudo-DNA 
technique, which is based on the workings of DNA coding, 

but does not use DNA coding. This method is an algorithm 

of symmetric key, especially for binary data. They mainly 

use a random dynamic cipher table, thus improving 

security. 
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TABLE III 

ANALYSIS OF MODELS AND METHODS USED TO ENHANCE DATA SECURITY SUMMARIZED. 
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Conclusion 

 

There are many benefits for using cloud computing, such as 

cost efficiency, rapid deployment, and improved 

availability, but there are still many practical challenges to 

be resolved. Data privacy is one of them. Cloud computing 
is a new technology used by many consumers for public 

storage and data exchange, one of the most important of 

which is security and privacy. This article analyzes the 

theoretical analysis of different security concerns of several 

forms and different issues affecting user data privacy, as 

well as ways to mitigate security threats that appear in 

cloud environments in real time. It also discusses ways to 

solve confidentiality problems. The detailed explanation of 

these methods summarizes and describes the advantages of 

different method used in cloud computing environment. 

The survey discusses the many possible ways around these 

problems, and discusses various encryption techniques for 
dealing with security risks. This survey has focused on the 

different proposed models, schemes and architectures that 

researchers have used to enhance data security in cloud 

computing. 
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