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Abstract— In the last few decades, our population has grown at
a tremendous rate. This unsustainably high rate of growth becomes a
major issue for healthcare centers. Not only are they already quite
limited in numbers, but their own rate of growth is nowhere close to
the population growth rate. Thus, due to these mentioned factors,
there now exists a tremendous demand for Industrial health IoT
services post COVID 19 outbreaks. These services involve a patient
getting treatment within the comfort of their own home environment.
To do this, an existing healthcare center can very well be transformed
into an Industrial health IoT service center. This can be achieved with
the help of various emerging, modern technologies such as IoT,
which stands for 'Internet of Things'. This model is based upon the
overall health of a patient and involves realizing symptoms with the
help of mobile devices and multichannel technology. The main idea
behind this project is to introduce a set of systems to support a patient
and his/her family. Thus, we can increase the independence of a
patient, and can provide a lot of support to families of critically-ill
patients. These systems are skilled enough to understand various
changes in bodily functions and can easily relate them to various
diseases. They can also prescribe medications accordingly and
automatically.
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Chapter 1. Introduction

After corona virus outbreak, hundreds of thousands of people
are quarantined and their health is being constantly monitored.
As it is essential to maintain social distancing but due to
regularly monitoring the health parameters of patients by
medical staff. Members of medical staff are at huge risk to
getting corona virus. By saluting to their determination, this
paper attempts to create a communication channel that is easy
to set up and can gather vital information of patients without
putting members of medical teams putting at great risk.

In recent years, the change in the population has led to
changes in the healthcare field [18]. This has happened by
special attention and recent emerging technologies for
developing home care and Industrial health ToT services.
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It is very easy to suggest IoT as a combating technological
weapon to fight against COVID 19. However, IoT is very
expensive and it is not at all feasible to use all the sensors on a
patient and his/her family every time. It is also very time
consuming and expensive to create a communication channel
to gather all the information without any delay or errors.

With this objective, this paper proposes an architecture to
create a robust and simultaneously a flexible system which can
interact with humans and its environment to recognize various
bodily changes and identify upcoming health problems

CHAPTER 2: RELATED WORK DONE

A detail introduction about Alzheimer’s disease, its symptoms
and causes are given in [1][3]. In [3] also mentions various
hormonal changes in patients and general medicine prescribed
to them in such conditions. In [4] a detail use of IoT in health
care is mentions. [4] also mentions various benefits,
disadvantages and future options in this field. In [4] various
data is collected from many sources and is analysed to find out
future demands of this Industrial health IoT and home health
care services.

In [5] various sensors are compared according to their size,
pervasiveness, efficiency and effectiveness. Also, in [5] a brief
outline is given about the working of various sensors and their
coast is compared with their effectiveness.

In [6] tested various sensors to find their workability in real
world because sensors in real world can be fragile and non-
functionable. They compared data rate and proximity of their
working.

In paper [7] they mentioned related disease and problems
faced by Alzheimer’s disease patients. In Industrial health IoT
care services it’s very important to understand that systems
must robust and can interact with both user and user’s home
environment. In [9] its shows creation of various applications
and appliances that can react with user environment.

In [8], tongue detection and various other biometrics are
explained in detail and its various uses are also mentioned. In
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[10] motion detection sensors are discussed and they are
analysed to find best suited devices.

When it comes to 10T, its sensors and devices are out in real
world open for all. That’s why they are vulnerable to attacks
and eavesdropping. In paper [11] [12] [13] various methods
for security is given. This will not only protect patient’s
privacy but will also enhance doctor patient confidentiality. In
[20],[21] and [22] a detailed comparison of MQTT, CoAP and
AMAQP is given and their implementation and security aspects
are also covered.

3. ARCHITECTURE
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Figure .1. Architecture

In Figure [1], we show an architecture for IoT in Healthcare

Industry.
« The Sensor Layer is consisting of different type of
wearable, namely wireless sensors and ambient sensors.
they provide vital patient health measures during
emergency including pulse rate, blood oxygen, heart rate,
body temperature and muscle activity which is required to
diagnose patient condition. With the wide availability and
advancement in sensor devices the wear ability of sensors
is increased for long duration which enhances the
accuracy of patient health.
« The Sensor Node Network, collects all the patient
data and ambient information from various sensors. This
wireless sensor network which makes use of any short-
range communication standards like BLE and Zigbee [20]
communication layer allows the transmission of patient
health data from various wearable or ambient sensors to
the server or directly to the user’s smartphone.
« The Middleware layer consists of many software
components for application of healthcare it is very useful
to handle many tasks solutions. Ubiquitous computing is
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the necessary objective to connect healthcare system with
Internet of things. Interoperability of such devices needs
standardization of heterogeneous system. Middleware act
as sandwich software between devices and applications to
provide specific service to developers so that they focus
more on quality of service. To connect this proposed
architecture for industrial health IoT, there are several
different data protocols to choose from. The choice
depends upon scope of implementation and sensors being
used. We have studied and examined different IoT data
protocols for our proposed architecture. To provide
seamless connectivity over the network, it is important to
take care of maximum interoperability between devices
and applications. MQTT is a modern, lightweight
protocol designed to overcome any challenges that we
face while connecting physical devices like sensors,
activators, phones and tablets, with software. Due to the
same reason, MQTT protocol is an ideal form of M2M
communications in industrial health IoT. MQTT also
conserve battery power of connected devices more than
any other protocol

Hence, Middleware provides an Application Programming
Interface (API) for data communication and management, for
machine learning, security and privacy. HealthlloT
middleware faces many challenges like Interoperability,
scalability, big data analytics, context detection, security and
privacy.

»  The Computational layer combines all data coming
from various sensors devices and providing a uniform
reference model to store and manage the sensitive patient
data at the data layer. The data coming from sensor layer
are differentiate here according to their usefulness for
monitoring patient vital signs and it makes a challenging
task of extraction the relevant data from whole data
coming from all various kind of sensor devices. Cloud
technologies has achieving a greater benefit for
maintaining, processing and analysing of big data. In
healthcare industry cloud technology basically provides
three primary services software, Platform and
Infrastructure Services. Software as a service enables
healthcare providers to work with health data and perform
another significant task. In healthcare, patient data and
value of its vital sign need to be stored. Finally, Machine
learning is applied to determine the patient’s condition by
applying machine learning algorithms.

» The application layer: It’s the highest abstraction
layers in proposed architecture. It contains various
protocols and methods needed by users to simplify the
entire technology so that it can be easily used by old aged
people who are not usually exposed to the technology and
other smart devices and wearable sensors. It will provide
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basic facilities such as login, naming network devices,
error control, taking commands from users and coordinate
with other lower layers, provide mapping to find various
objects and help patients to set timing for medicines.

«  Presentation layer: It’s the second layer in proposed
architecture and it take care of syntax and semantics of
networks. It performs various operations such as
conversion of user input data in bits in images, videos and
other info graphics into EBCDIC (extended binary coded
decimal interchange code). It’s also performed work of
encryption using various algorithms thereby increasing
the security of the systems. While performing encryption
it’s also performs jobs of exchanging keys between
communicating devices. In any given case, data limits get
exceeded this this layer perform compression task so that
data can be transmitted seamlessly.
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Figure .2. framework

various values from data and create various graphs to
help medical staff. It also communicates with medical
staff and provide technical support from technical side. It
also ensures that firmware is updated and are performing
at best level.

*  Medical staff consists trained doctors and nurses to
assist patients at anytime and anywhere. To provide this
kind of service it is necessary to create a chain of patients
all over the world and include various hospitals. This will
ensure seamless services

+  Technical staff: this consists of computer technicians
and highly trained and experienced computer engineers.
This will provide strength to system. Technical team will
ensure seamless services at any time. Team will also
perform operations like updating of system firmware,
increase performance of system, etc.

5. RESULTS
MQTT COAP. AMQP!
Structure flexible rigid flexible
Transport layer | TCP UDP IMS
Header size 2 4 Contains 5
types of frames
Device Light Light weight Heavy weight
Suitability weight?
Mode of Publish - | Client - server | Publish -
communication | subscribe | (command to | subscribe
client)
Security Good Better Best
Environment open Close open
(Suitable  for
home)

Table 1 — comparison between various protocols

In figure [2] a symbolic representation of entire model along with In IoT, there are 3 protocols suitable for Industrial health ToT

devices used are given: -

+  Sensor network layer: its basic operation is to maintain
simple and easy to understand apps so that they can assist
patient as well as can also inform patient’s family. It
shows topic-based notification such as pill reminders,
alerts, diet plans, exercise routines and various other
tasks. It connects itself with sensors and performs various
tasks to ensure sensors are healthy and are working
properly. It also contains to detect faults in sensors. It
performs all the tasks required in the field of creating and
maintaining networks to ensure seamless communication.

+  Computational layer: this layer performs all the
computational works in order to make the entire system
non-pervasive and robust in nature. It provides In-cloud
storage facilities and failure tolerance, so that data will
neither be lost nor it be tempered. It also computes
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care services and comparison between them are shown in table
[1]. According to table it can said that MQTT will be most
suitable protocol for Industrial health IoT services. AMQP is
even better than MQTT however it is made for heavy devices
and in the field industrial health IoT installing this protocol
will be very expensive. CoAP is another great protocol for
light weight devices however it is made for confined
environment such as homes and the scope industrial health IoT
is a lot more. Therefore, we can say that MQTT is best
suitable protocol for industrial health IoT

6. Conclusion and Future work

In an era of technological abundance, we’ve found a
way of bringing together different frameworks of networking
like Bluetooth, Wi-Fi, sensors Zigbee, BLE and a lot more.
These non-similar architectures will work seamlessly to aid
people in medical field. Whether it is monitoring someone’s
pulse rate, blood sugar or stress levels on an hourly basis, IoT
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in health care Centres is the future. It ensures safety of our
loved ones and takes medical care and facilities to a whole
new level.

This paper connects sensors and various wearable
measuring devices to the middle where software components
so that with the help of advanced machine learning and cloud
computing in zero-time, patient’s overall health is measured
and conveyed to their doctors in real time basis. Thus,
architecture also contains a provision for API so that software
is scalable and patient specific. It also ensures interoperability,
Big Data analysis and context detection, security and privacy.
This architecture is useful in monitoring patient’s vital signs
and extract relevant data coming from different devices and
sensors to measure overall health of a patient. We conclude
that IoT can bring a lot to the table when it comes to advanced
medical facilities. It will also be beneficial for both patients
and doctors to be in constant touch with each other. It will
save time and money required for check-ups and conducting
tests.

This paper also focuses on protocol used for the
industrial health IoT. From the results and architecture, we can
say that MQTT is best suitable protocol because of its wide
scope and support for light weight devices. MQTT will also be
very helpful in increasing battery life.

Reference

[1] Staff, M. (2018). Alzheimer's disease - Symptoms and causes. [online]
Mayo Clinic. Available at: https://www.mayoclinic.org/diseases-

conditions/alzheimersdisease/symptoms-causes/syc-20350447.

Jang, J., Lee, J., Kang, M. and Song, Y. (2019). Implantable Neural
Sensors for Brain Machine Interface. [online] Available at:
https://link.springer.com/chapter/10.1007/97894-017-9981-2 3.
National Institute on Aging. (2017). What Causes Alzheimer's Disease?
[online] Available at: https://www.nia.nih.gov/health/what-causes-
alzheimersdisease.

(2]

B3]

[4] I-scoop. (n.d.). Internet of Things (IoT) in healthcare: benefits, use cases
and evolutions. [online] Available at: https://www.i-scoop.eu/internet-
of-things-guide/internetthings-healthcare/.

[5] Yamada,I. and Lopez, G. (2012). Wearable sensing systems for
healthcare monitoring. 2012 Symposium on VLSI Technology (VLSIT).
Abidoye, A., Azeez, N., Adesina, A., Agbele, K. and Nyongesa, H.
(2011). Using Wearable Sensors for Remote Healthcare Monitoring
System. Journal of Sensor Technology, 01(02), pp.22-28.

(6]

22

(71

(8]
[9]

[10]

(11]

[12]

[13]

[14]

[15]

[16]

[17]

(18]

[19]

[20]

(21]

Garre-Olmo, J. and Lopez-Pousa, S. (2004). Affective Disorders in
Alzheimer Disease. Alzheimer Disease & Associated Disorders, 18(3),
pp-176-177.

Zhang, D., Zuo, W. and Li, N. (n.d.). Medical biometrics. 1st ed. higher
education press.

Pllana, S., Benkner, S., Xhafa, F. and Barolli, L. (2009). A novel
approach for hybrid performance modelling and prediction of large-scale
computing systems. International Journal of Grid and Utility Computing,
1(4), p.316.

Yong, C., Sudirman, R. and Chew, K. (2011). Motion Detection and
Analysis with Four Different Detectors. 2011 Third International
Conference on Computational Intelligence, Modelling & Simulation.

Zhang, J., Wang, Z., Yang, Z. and Zhang, Q. (2017). Proximity based
10T device authentication. IEEE INFOCOM 2017 - IEEE Conference on
Computer Communications.

Liao, C., Shuai, H. and Wang, L. (2018). Eavesdropping prevention for
heterogeneous Internet of Things systems. 2018 15th IEEE Annual
Consumer Communications & Networking Conference (CCNC).

Xu, Q., Ren, P, Song, H. and Du, Q. (2016). Security Enhancement for
IoT Communications Exposed to Eavesdroppers With Uncertain
Locations. IEEE Access, 4, pp.2840-2853.

A. Redondi, M. Chirico, L. Borsani, M. Cesana, and M. Tagliasacchi,
“An integrated system based on wireless sensor networks for patient
monitoring, localization and tracking,” Ad Hoc Networks, vol. 11, no. 1,
pp- 39 —53,2013.

L. Catarinucci, D. de Donno, L. Mainetti, L. Palano, L. Patrono, M. L.
Stefanizzi, and L. Tarricone, “An IoT-Aware Architecture for Smart
Healthcare Systems,” IEEE Internet of Things Journal, vol. 2, no. 6, pp.
515-526, Dec 2015. [16] J. Arboleda, J. Aedo, and F. Rivera, “Wireless
system for supporting home health care of chronic disease patients,” in
2016 IEEE Colombian Conference on Communications and Computing
(COLCOM), April 2016, pp. 1-5.

J. Miranda, J. Cabral, S. R. Wagner, C. Fischer Pedersen, B. Ravelo, M.
Memon, and M. Mathiesen, “An Open Platform for Seamless Sensor
Support in Healthcare for the Internet of Things,” Sensors, vol. 16, no.
12, p. 2089, 2016.

PERROTT, G. and HOLLAND, D. (2005). Population Trends and
Problems of Public Health. [online] PMC:US national library of
medecines and health. Available at:
https:/www.ncbi.nlm.nih.gov/pme/articles/PMC2690260/.

Catarinucci, L., de Donno, D., Mainetti, L., Palano, L., Patrono, L.,
Stefanizzi, M. and Tarricone, L. (2015). An IoTAware Architecture for
Smart Healthcare Systems. IEEE Internet of Things Journal, 2(6),
pp-515-526.

Masdani, M. and Darlis, D. (2018). A comprehensive study on MQTT as
a low power protocol for internet of things application. [IOP Conference
Series: Materials Science and Engineering, 434, p.012274.
Iglesias-Urkia, M., Orive, A. and Urbieta, A. (2017). Analysis of CoAP
Implementations for Industrial Internet of Things: A Survey. Procedia
Computer Science, 109, pp.188-195.

Luzuriaga, J., Perez, M., Boronat, P., Cano, J., Calafate, C. and
Manzoni, P. (2015). A comparative evaluation of AMQP and MQTT
protocols over unstable and mobile networks. 2015 12th Annual IEEE
Consumer Communications and Networking Conference (CCNC).



